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Chapter 1 Overview

SANGFOR Cloud Management Platform aCMP can manage cross-region
clusters and provide heterogeneous management support for VMware data centers,
which can divide the managed pool of resources into multiple logically availability
zones, realizes the customized approval process and billing functions through the
setting of classified administrator authority. It also enhances the network
management and security among tenants, and tenants can configure their own
firewall, and the flexible image management can effectively reduce the workload of
platform management personnel in operation and maintenance. On the other hand,
in terms of business reliability, through remote disaster recovery services, it provides
users with a complete virtual machine-level remote disaster recovery plan.

This chapter mainly introduces and explains the SANGFOR aCMP products in
detail, including product introduction, architecture and key features.

1.1 Brief Introduction of aCMP Products

SANGFOR aCMP cloud management platform can provide abundant
management capabilities. First of all, in the resource creation phase, it can put
multiple data centers under heterogeneous management. These data centers may
be either cross-regional clusters or VMware data centers. In terms of authorization,
it supports uniform authorization; in other words, In case of heterogeneous
management of multiple aCMP clusters, only one aCMP authorized import is need,
while all the authorizations of other clusters under heterogeneous management may
be distributed as needed through the aCMP authorization. On the tenant side, it has
abundant tenant management functions. On the one hand, the administrator may
customize the approval process, and on the other hand, the tenant may submit the
independent service work order application resources, which should be used and
charged reasonably through multiple levels of resources charging functions. In terms
of security, in multi-tenant scenarios, it supports tenants to configure their own
distributed firewall policies without conflicting with platform administrators’
policies; in terms of management, a single cluster can support up to 64 hosts,
support the tenants’ subnet topology display, and can provide APl interfaces
conforming to the openstack specification for third parties; in terms of hardware, it
provides support for INTEL's latest V5 CPU.

On the other hand, SANGFOR operation management platform aCMP integrates
three centers: Reliability Center, Operations Center and Monitoring Center. Among
them, Reliability Center can provide users with a complete virtual machine-level
remote disaster preparedness plan, including disaster recovery plan, disaster
recovery drill, virtual machine recovery and relocation, visual operation and
maintenance, etc. "Operations Center” can provide users with a wide range of



management options, including multi-tenant, autonomous work order, flow billing,
authority management and VMware heterogeneous management capabilities; and
“Monitoring Center” can provide users with a multi-dimensional monitoring
perspective, which supports the monitoring from both the platform and business
levels to ensure the business runs normally in all respects.

The list of SANGFOR aCMP product features is shown in the following table:

: This table only lists the basic functions supported by SANGFOR aCMP.

Please consult the after-sales technical service engineer of the local office for

specific configuration implementation and other functions.

Table 1-1 aCMP Product Function List

Affiliated , _ .
Function ltems Descriptions of Functions
Components
aCMP cloud
management [Multi-tenant Support multi-tenant access
platform
CMP cloud . .
@ crod Self-service work |Support tenant work order self-service
management o
order application
platform
aCMP cloud Customization of Support the léyout approv.al p.rocess and
management support multi-level examination and
approval process
platform approval.
CMP cloud . .
@ crou Billing and Charging for tenants' CPU, memory and
management
measurement storage
platform
2CMP cloud Suppgrtthe e.diting.of VMware virtual
Support VMware |machine configuration on cloud
management . :
VDC functions management platform (supporting CPU
platform . .
editing, memory, hard disk, network].
Multi-tenant scenario:
aCMP cloud Multi-tenant it supports tenants to configure their own
management [(distributed distributed firewall policies without
platform firewall conflicting with the policies configured by
super administrators.




Multi-tenant scenario:

aCMP cloud Tenant topology ~ [sUPPort the administrator zooming method
management display to display the tenant virtual network
platform topology, supports the tenant sub-topology
rendering.
aCMP cloud Multi cluster & Support cross-regional cluster
management |multi-data center |management and support the
platform management heterogeneous management of VMware
CMP cloud : : _ . "
@ crou Authority Set different administrative authorities for
management . o
management different administrators.
platform
CMP cloud
) crod Image Support image distribution and
management . o
management management of different partitions
platform
aCMP cloud Unified Authorization for managing single or
management L multiple acloud clusters on the cloud
authorization
platform management platform
CMP cloud
@ crod Integration Cloud management provides API to third
management capabilit arty in line with openstack specification
platform P y party P P '
CMP cloud . . N
o crou . General Drawing of Provision of Reliability
management |Reliable Center :
Services
platform
MP cl
aCMP cloud Disaster recovery |Provide a complete VR remote disaster
management
management recovery plan
platform
Cloud Data striping Further optimize virtual storage
performance
aCloud Big cluster A single cluster supports up to 64 hosts
t INTEL
aCloud Suppor Provide the latest INTEL CPU support

V5CPU




The recommended deployment modes are as follows:

1. The aCMP is deployed on the aCloud cluster in the form of virtual machine.

2. aCloud cluster IP and user password are added voluntarily to aCMP to
conduct heterogeneous management over aCloud cluster.

3. vcenter cluster user IP and password are added voluntarily to aCMP to
conduct heterogeneous management over VMware.

ANote: aCMP does not currently support deployment on VMware and
physical machines.

1.2 aCMP Architecture

From the perspective of business stratification, the architecture of SANGFOR
aCMP cloud management platform is as follows:

System Architecture Diagram (Business Perspective)

Portal Layer WebUI Portal- API SC-Portal-API SDK-API

Business&Resource
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Glance

Compute, Storage, Network
Arrangement

Provide AFI interface
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Fig. 1-1 aCMP System Architecture Diagram



In view of the above Fig. 1-1, it is briefly explained as follows:

The micro-service architecture is adopted at the overall back-end, which supports
horizontal scaling, low coupling, building block-type, stateless and inter-module
REST APl communication and maintains decoupling;

With the separation of aCMP and aCloud architectures, cloud
management architectures can provide rapid evolution and upgrade
based on the actual needs;

aCMP is decoupled from aCloud architecture to ensure aCloud
architecture is stable with high performance;

With the front-end display and back-end separation, back-end
configuration customization, it can quickly integrate and display data;

Standardized APl interface can facilitate the integrated development by a
third party;

Internal RPM management shall be used to support module decoupling
and upgrade;

The MongoDB's front-end reading/writing separation architecture
supports large concurrency;

The three-level role system based on keystone extension (admin, tenant
and user) has more flexible management dimensions than the two-level
role of Openstack (admin and tenant);

Based on the self-developed Phoenix framework on Openstack, it solves
the problem that Openstack service architecture is too redundant while
maintaining the advantages of Openstack architecture;

The Gnocchi module redeveloped based on Openstack has been greatly
improved compared with the performance of official Gnocchi;

1.3 aCMP Key Characteristics

® Multi-cluster Management

aCMP unifies the management of resources such as infrastructure, availability
zones, cloud services and tenant applications.

The deployment mode of aCMP includes single data center and multi-cluster
deployment, which is used to conduct heterogeneous management over multiple
different clusters in the same data center. The logical topology of the deployment is
shown in Fig. 1-2:



ShenZhen Data Center

Resource Partition A Resource Partition B

HCI HCI

Resource Partition C

VhIware

Fig. 1-2 Multi-cluster Deployment of Single Data Center

At the same time, aCMP supports the cross-regional heterogeneous management of
multiple clusters from multiple data centers. Its deployment logic topology is shown
in Fig. 1-3:

ShenZhen Data Center ‘ ChangSha Data Center

Resource Partition & Resource Parhiiom B

Rasource Partihom A Resource Partition B
aCloud Cluster aCloud Cluster aCloud Cluster aCloud Cluster

Fesource Partition C

Fig. 1-3 Multi-cluster Deployment of Multi-Data Center




® Multi-tenant management

In order to meet the operational management requirements of the platform for
the organization, SANGFOR aCMP can set up a maximum of three user management
levels, namely platform management, organization management and end users. The
relationship between management responsibilities and levels is shown in Figure 1-4.

|/-_
Cloud Operation Cloud Operation
Administrator

Cloud Administrator Organization
Administrator
Responsib
Application and of

a Q a a C ion and ch d'jI'gC: i)f business

Organizationl Organization2  Organigation3  Organizationd

Fesources

f

End User
Staffl Staff2z Staff3 Staffl Staff2 Staff3

Figure 1-4 aCMP User Management Level

@® Self-service function

Orders will be automatically generated after users applying for or managing
cloud services, such as application for and deletion of work orders. The work order is
submitted to the corresponding personnel for examination and approval. After
approval, the system automatically executes the work order tasks. The application
process is shown in Fig. 1-5.



Normal User TOVEr
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submit the work order as requirm:>

prove

Return result

AN

Pass: Deliver resources

Reject: Reason for refusal

Fig. 1-5 Application Process of Self-service Work Order

[ Multi-tenant Distributed Firewall

SANGFOR aCMP can provide tenants with space isolation, support tenants to
configure their own distributed firewall policies, without conflicting with platform
administrators’ configuration policies. The logical diagram of the failure domain is

shown in Fig. 1-6.



aCMP Cloud Platform
]

Effective Domain 1

Tenant 2

Tenant 1

Fig. 1-6 Multi-tenant Distributed Firewall

Distributed firewall rules within each tenant will only be issued to its own switch to
take effect, to achieve the firewall rule isolation between tenants and between
tenants and platforms.

® Image unified management

» Provide unified image management functions to achieve unified creation and
management of images on all aCloud availability zones.

» In the multi-tenant mode, the administrators can customize the organization
administrator. In the organization, the public image provided by the platform
administrator can be used in the organization, or the customized private
image can be used.

» By reducing the operation and maintenance pressure of platform
administrators through a unified image management function

The process of image uploading and distribution is shown in Fig. 1-7:



! 1. Admin uploads I1SO image file
V4 g .
-

2. aCMP disturb to aCloud
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Avallabe . Availabl
Zone 1

aCloud oA  aCloud
Cluster Cluster

Connected aCloud can be uploaded by interval
image, distribution process

Fig. 1-7 Image Management

® Unified Licensing

The whole cloud management platform only needs one authorization to satisfy the
authorization of all hosts under the cloud management platform, realizes the unified
management and flexible control of authorization, and solves the problems that
authorization cannot drift between clusters and the change of extended
authorization. The mode of authorization is shown in Fig. 1-8:



| Insert License Serial Number

acloud Cluster acloud Cluster

Physical Server 1 Physical Server n Physical Server 1 Physical Server n Physical Server 1 Physical Server n

Insert License Key

Fig. 1-8 Authorized Management

® Standard API Interface

SANGFOR aCMP will provide industry-wide standard interfaces to the outside and
third parties will be able to customize docking according to their needs.

Simple heterogeneous management logic is shown in Figs. 1-9 and 1-10:

Third-party cloud

management platform

N

Other
openstack

aCMP VMware

aCloud aCloud
Cluster Cluster




Fig. 1-9 Unified Interface

Third-party clond management
platform manages aCMP

Provide APT sohation

Third-party cloud Openstack AP

management platform

Fig. 1-10 Third Party Integration
® Big Cluster Deployment

SANGFOR aCMP cloud management platform can support the deployment of a
maximum of 64 servers in the single cluster.

® Customized Approval Process

Flexible work order approval process to meet different customer management
requirements.

® Management of Measurement and Billing
» Transparency and visualization of multi-tenant computing resource usage

» Transform the cost center of the data center into the profit center by charging
for resources used by the secondary units and subsidiaries by the quantity

» Convenience for the industry cloud to charge for resources used by each
tenant and facilitate the resource settlement with the tenant

» Provide resource availability report which can be exported.

® Put VMware VDC under heterogeneous management

It can unify the heterogeneous management of VMware data center and provide a
unified management mode of aCloud and VMware.

® Hardware Support



It supports aCloud platform to support INTEL vb CPU server.

® Disaster recovery services

For aCloud Platform For VMware vCenter
T
1 Site and Link Deployment
ia ) ia f=y
Virtual Machine Virtual Machine Virtual Machine Virtual Machine
3 S 2 Create DR Plan
3 Add Secondary Site
‘ - i
Backup Server  Switch  Backup Server
4 Backup VM
Backups at Primary Site - Backups at Secondary Site
= = = = = =
= = = = = =
—_— — =] — — —_— 5 Recover business in the event of outage
Virtual Storage FC iscsl Virtual Storage FC iSCS!
6 Migrate to Primary Site

Figure 1-11

SANGFOR disaster recovery plans provide a “local backup - remote disaster
recovery"” plan, where the primary site configures storage (external storage or VS) for
the purpose of local backup storage, and the secondary site configures an aCloud
cluster as the disaster recovery center.

® Reliability Center

.1.{0 Sangfor aCMP Resources  High Availability ~ Operations Center  Monitoring  System
A

+ AZ Resource Usage

»
( &
e

* Top 5 VMs Memory Usage
DR zone (HCI)

Figure 1-12

» Provide a complete business protection service, integrated in a unified
platform, which is reusable and reliable.



» Simplest operation and maintenance mode of visualization with reliable
resources and one-key availability of services

Chapter 2 Installation and Upgrading

2.1 New deployment

[Function description]

Deploy a new SANGFORE aCMP cloud management platform.

[Prerequisites]

1. The SANGFOR enterprise-level cloud aCloud platform has been correctly
deployed.

2. The aCMP cloud management image installation package is prepared.
[Operating steps]

Log onto aCloud platform console:

“L4" SANGFOR HCI

1. Click [Compute] = [New] = [import Virtual Machine] ":



Create New Virtual Machine

Choose a way to create a new virtual machine Choose a way to create a new virtual machine
-« Create New Virtual Machine % Create Standalone Cracle Database
"N

.1 Clone VM % Create Oracle RAC Database (cluster)

Import Virtual Machine Create SQL Server
* o

2. Select aCMP virtual machine, select the corresponding grouping, storage

location and running location and click “|start the Import" to display the upload

interface;

S

VM Image Files: Sangfor_aCMP_5.86_

Group: aCMp ~

HA: Migrate to another node ifar

Datastore: YirtualDatastore1 w

Import




S

Uploading file Sangfor_aCMP_5.8.6_EN(20180910).vma. Please do not close this page.

Total Size: 2.48 GB.Progress: 11 MB, Upload Speed: 4.8 MB/s, Time Taken: 25 , Time Remaining: 8m 48s

Cancel

3. After the upload is successful, it is necessary to transfer the virtual machine to
further configure the network. For details, please refer to Section 2.3 Network
Configuration.

The virtual machine is successfully imported.
Sangfor_aCMP_5.8.6 EN(20180910)
acMpP
192 200.19.18;192 200.19.19

<Auto=

Disk (20 GB), Disk (200 GB), Disk (400 GB), CP...

® Virtual network adapter is not connected to any switch. Please specify

network adapter for the virtual machine.

2.2 Deployment of Operating and Standby Units (If
Necessary])



[Function Description]

SANGFOR aCMP 5.8.6 supports operating and standby deployment. When the aCMP master
node is unavailable, the aCMP standby node can be switched to the master node to ensure the
high availability of the management platform.

[Note]

Make sure that the IP of the configured aCMP does not conflict with IP addresses of other
hosts, and the network between the operating and standby aCMP is well connected.

[Prerequisites]

aCloud Platform and aCMP Virtual Machine of SANGFOR Enterprise-level Cloud have been
accurately deployed

[Operating steps]

1. Select the newly imported standby aCMP virtual machine (See 2.1 for the
detail steps), click [More] - [Edit] to edit the network card and connect

the wires with the second/third-level aCloud platform management network
and then click OK;

Edit Virtual Machine (Sangfor_aCMP_5.8.6_EN(20180910)) b4
Name: Sangfor_aCMP_backup
14 Group: aCMP v
-
. Tag: Selact lz‘
HA: Migrate to another node if the node fails HA Settings
Datastore: v
Run on Node: <Auto= v
Guest OS: v
Configuration Advanced
E Frocessor 8 core(s) Enabled
- llemaory 16 GB Connected To: DefaultEdge E Y-
= Disk 1 30 GB
Advanced
= Disk 2 200 GB
Adapter Model: Intel E1000 W
= Disk 3 400 GB
MAC Address: ‘FC:FE:BO:E6G: 'S
O coovo 1 o FE:FC:FE:BO:EG:AC 8]
Enable TSO
mm cth0 | Connected To: DefauliEdge | .

2. Start the imported aCMP virtual machine, log in the console of aCMP virtual
machine to modify aCMP password. The steps to modify are detailed in
“Network Configuration” in Section 2.3 of this Chapter;

Immediately after the starting, the following will be displayed on the console



interface:

Sangfor Cloud Management PlatformStarting...

| o

The following configuration interface will appear after shutdown:

Welcome to Sangfor Cloud Management Platform

Unahle to get IP address. Pleaze check whether IP address
conflicts emist and change to maintenance mode to configure
IP address,

Later, one IP is also configured for the standby aCMP in reference to Section 2.3.

3. Log in the home page of main aCMP and click [Reliability Center] -
[aCMP Failover]



ndex/index#/

Resources Reliability Center Operations Center Monitoring Systemn

pEALL B Holistic View  Scheduled BackupiCDP  Overioad Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Reliability Center > aCMP Failover

O Refresh @ Add aCMP Node

aCMP Failover

2CMP high avallabilty requires active and standby aCMP be configured. In case active aCMP fails, administrator can visit standby aCMP GUI and change s status to

active, which ensures availability of cloud management platform

aCMP 1P Status Active/Standby Operation
192.168.19.172 © Online Active(Current Node)
192.168.19.173 © Oniine Standby Switch to Active  Delete

4. Click |Add aCMP Node, input IP address and password of standby aCMP and

click [OK|;

Add aCMP Node X

Configuration Guide:

1. Add a new aCMP and specify its IP address, usemame and password.

2. This aCMP will worlk as a standby unit and related configurations and
data will be synced to it from the current platform.

3. Visit standby aCMFP GUI by specified IP address and change its status to
active in case the primary aCMP fails.

aCMP IF: 192.168.19.173

Username:

Password:

“

After the adding, one aCMP in a standby state can be seen on the configuration page.




Reliability Center > aCMP Failover

O Refiesh @ Add aCMP Node

aCMP Failover

aCMP high availability requires active and standby aCMP be configured. In case active aCMP fails, administrator can visit standby aCMP GUI and change its status to

active, which ensures availability of cloud management platform.
aCMP IP Status Active/Standby Operation
192.168.19.172 © online Active(Current Node)

192.168.19.173 © Oniine Standby Switch to Active  Delete

2.3 Network Configuration

[Function Description]

After aCMP cloud management platform is imported successfully, its network setting shall be
conducted. So that aCMP can get access to aCloud cluster network and only in this way
aCMP can enable the heterogeneous management of other clusters where the network is
accessible.

[Note]
Please guarantee no conflict between the IP of aCMP and the IP address of other hosts.

[Prerequisites]

aCloud Platform and aCMP Virtual Machine of SANGFOR Enterprise-level Cloud have been
accurately deployed

[Operating Steps]

1. Select the imported aCMP virtual machine, click [More] — [Edit] to edit

the network card and connect the wires with the second/third-level aCloud
platform management network and then click the @;



Edit Virtual Machine (aCMP_5.8 6EN) b4

Name:
Group: aCMP hd
Tag: Select |£|
HA: Migrate to another node if the node fails HA Settings
Datastore: ~
Run on Node: ~
Guest OS: v
G Frocessor 8 core(s) Enabled
- \emory 16 GB Connected To: DefaultEdge |£| *
= Disk 1 30 GB
Advanced
"= Disk 2 200 GB
Adapter Model: v
"= Disk 3 400 GE »
. ) MAC Address: K')
4 CD/DVD 1 Naone =~
Enable TSO
mm eth0 Connected To: DefauliEdge, IP Address: .

1

2. Start the imported aCMP virtual machine and log in the console of aCMP
virtual machine;

Velcome to Sangfor Cloud Management Platform!

Unzble to get IP address, Please check whether IP address
conflicts exist and change to maintenance mode to configure
IP address,

3. Have a random click on the console of virtual machine, press the key “enter”
in the keyboard to enter into the maintenance mode and then enter password
(the initial password is admin); after the password is entered, select the option
OK and then press the key “enter” in the keyboard to enter a configuration
interface.



Please enter admin password:

< 0K > < Back >

Click OK to enter the following interface:

Please select one option,

Confizure Network
2 Test Hetwork Connectivity
3 Restart

EUERTS < Ewit >

4. Click the key “P, " in the keyboard to select [Network Configuration,ﬂ and

press the key “enter” in the keyboard;

Please =elect one option,

2 Test Hetuork Connectivity
4 PRestart

K < Exit >




Configure Hetwork
Please zelect a interface to configure

1 Metwork Cable Plugged etho

< K > <Cancel > <Refreshs

5. Set the IP address, mask and gateway and click OK;

Configure Interface ethl

IP 192,168,19,173
Hetmask 255.255.255.0
Gateway

< 0K <Cancel>

Save =ettings successfully, Please log in with the new IP
address,

6. Open the browser, enter IP:4430 set in https:// and press the key “enter”;



Admin Portal

. Sangfor Cloud Management Platform

7. The default account and password are admin/admin. For the safety of your
account, please do the modification.

Sangfor aCMP

o ~ admin
.ﬁ' Resources  Reliabilty Conter  Operations Conter ~ Monitoring ~ System B G o

fop 5 VMs by CPU Usage

DC zone (HCI)

2.4 aCMP Activation

[Function Description]

Activate aCMp and give authorization to the cluster for networking.

[Prerequisites]

1. aCloud Platform and aCMP virtual machine of SANGFOR Enterprise-level



Cloud have been accurately deployed

2. Prepare the serial number and key for activation

[Operating Steps]

1. Click aCMP virtual machine = [Edit] —add USB hardware = map key to the
virtual machine;

Edit Virtual Machine (Sangfor_aCMP_backup) X
o4 o® ' — ' B
‘.h Tag: Select |E|
Ea HA: Migrate to another node if the node fails ~ HA Settings (1)
Datastore: v
Run on Mode: ~
Guest OS: v
E Processor & core(s) )
USE Device: [USB2.0/1.x] FT ROCKEY ARM 0103 v | (D
. Memory 16 GE
e T USB Controller: | USB2.0/USB1 x 2 4(0]
M= Digk 2 200 GB
= Disk 3 400 GB
© comovD 1 None
m etho Connected To: DefaultEdge, IP Address: ...
B USB1 [USB2.0/1.x] FT ROCKEY ARM 0103

% Other Hardwares

(;) Add Hardware ¥ &

— Cancel

2. After successful mapping, log in the home page of aCMP, click [System] -
[Licensing]l = [General] to enter the authorization page of aCMP, click

[Edit License Keyl] and select the ready authorization document (with a .lic
suffix],

Resources Reliability Center Operations Center Monitoring System

# Availability Zones (AZ) Licensing Tech Support & Download Recycle Bin
Date and Time Tasks

System Setiings Upgrade

SMTP Server




VAIUT-HAUUTU JTI VLTS,

Edit License Key

Contact Us

W PTIE LU LTS

VILIU-LE T 1AL Iy UIRIuUYY Ly

Import License Key File

(KEY ID:51A91D3239002303, Username:)

Value-Added Services

Operations Center: Not licensed

Tel: 0755-86627374

Basic Components

iic Components aSV (Compute Virtualization):

Mot licensed

3V (Compute Virtualization)

aNET (Metworlk Virtualization): Not licensed

aSAN (Storage Virtualization): Nt licensed

After successful import, the information of the corresponding serial number can be
viewed;

General System Maintenance Others

Licensing
« aCMP Licensing

Cluster Licensing Overview
Sangfor aCMP Sangfor Cloud Computing Mgmt Software  Version:Vs.s.6
NFV Licensing Overview

Update Service Expiration:  2018-12-25 (1)

Date and Time

Service Free of Charge: @ Resource Operations @ Centralized Monitor @ Platform administrator

System Settings

Value-Added Services: @ Operations Center ( Version: V5.8.6  Expiration Date: 2018-12-25 Host CPUs: 61100 )

Edit License Key Export License Key File

SMTP Server

Contact Us

Tel: 0755-88627874 Sangfor (Southeast Asia) Virfiant (U.S_A)

Basic Components

3. Click [Cluster Licensing Overview] to license the newly added clusters and

also license, revoke or modify the existing clusters;

aSV (Compute Virtualization)

aNET (Network Virtualization)

aSAN (Storage Virtualization)

Version V5.8.6 Version V586 Version V5.86
Expiration Date 2018-12-25 Expiration Date 2018-12-25 Used/Licensed CPUs 6/100
Host CPUs 6100 Host CPUs 21100
Distributed Firewall Enabled
Monitoring Enabled
aSEC (Security)
&5 NGAF B ~oc B & sSLVPN



e | RS 19£. 100, 19, 17 £640U) (IS INOU-TIATIBYE) 111UEXT/ {71818 = SELUMYOL S EII- S UTIG S OIS 1] ~8UL OGS SIETTIVIZINN L IENCE = 5UP PO LW USINESS = N0SL

g Sangfor aCMP
.

Home Resources  Reliability Center ~ Operations Center  Monitoring

General System Maintenance Recycle Bin

Licensing v Cluster Name

Status

aGMP Licensing Cluster Name Availability Zone Cluster Operation

W&l Normal DC (CTI DC zone (HCI i jirati . 12- View Deallocate Edit
o G L G ] (cT) (HGl) @ Licensed ( Expiration Date: 2018-12-26)
L W81 Normal DR(demo) DR zone (HCly @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
NFV Licensing Overview
il Normal Labs Server Zone Labs @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit

Date and Time

System Settings

SMTP Server

Click Edit to display the following configuration and you can configure the licensing
related to aSV, aNET, aSAN, CDP and aHM of the corresponding clusters on this
interface.

Edit Authorization(DC (CTI)) X

aSV (Compute Viriualization) aNET (Network V zation}

Host CPUs: 4 (Licensing Scope Host CPUs: 4 (Licensing Scop
Distributed Firawall Enabled
Monitoring: Enabled

a torage Virtualization) Continuous a

TR T e e 4 (Licensing Scope2-96) Max CDP Enabled VMs: 5 (Licensing Scope0-50)

Heterogeneous Virtualization Mgmt (aHM}

Max Backed-up VMs: 100 (Licensing Scope0-100)

VMware vCenter: Enabled

4. Click [NFV Licensing Overview] and you can license, revoke, view and edit

(only in shutdown mode) NFV of the clusters.

General

Licensing - [7] Expand Al [ Collapse All Please enter device name () | Advanced v

Name

Licensing Operation

4 DC zome (HCT)

NGAFS NGAF DC (€T @ Licensed ( Expiration Date- 2018-12-26 ) View Deallocate  Shul Down

SC NGAF NGAF DC(CTY © Licensed [ Expiration Date: 2018-12-26 )

NGAF1 NGAF DC(cT) @ Licensed ( Expiration Date: 2018-12-26 ) n
NGAF2 NGAF e (€T © Licensed | Expiration Date: 2018-12:25) or
NGAF3 NGAF DC (cT) @ Licensed | Expiration Date: 2018-12-26 ) n
NGAFS NGAF e (€T © Licensed [ Expiralion Date: 2018-12:25) or
NGAFE NGAF DC (€T @ Licensed ( Expiration Date- 2018-12-26 ) n

Only the NFV in shutdown mode can be edited with authorization and you can just
click Edit to conduct the licensed editing;



MNGAF Licensing o

Device Name: NGAF1
Licensed Hardware Usage
Configuration Standard: ~ 100Mbps v Type Free  Licensed Number  Usage
100Mbps 3 10 7%
Licensed Resources 200Mbps 10 10 0%
Branch VPN Sites: 5 ps 0  —
SSL VPN Users: 5 B800Mbps 10 10 0%
1.6Gbps 10 10 C—— 0%
Server Access Verification: &
Mobile VPN Users: 5 .
Licensed Resource Usage
Licensed Features - B
ree Licensed Number Usage
Cross-ISP Access Optimizat PSec VP! PS5 0 P —c 1+
Antivi SSL VPN Users g 0 1
| T Server Access Veri... 39 100 —_— 5%
- Mobile VPN Users 40 00 —160%

Scanner Software Upgrade

Click Deallocate and you can revoke the authorization of NFV devices, as shown in
the following diagram:

[CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View | Deallocate | Shut Down

CTh lirensed ( Fxniration Nate” 2018-12-261 View Deallocate Shut Down

The configuration of authorization revocation can be effective only after aCMP
administrator enters the password to confirm:

Alert b4

Are you sure that you want to revoke
authorization of NGAF4?

It becomes unauthorized after revocation and business may
get interrupted. Please operate with caution.

Enter passwold (admin) to confirm this operation

Click shut Down and you can continue to shut down the corresponding NFV:

Name Type Cluster Licensing Operation
4 DC zone (HCI)

NGAF4 NGAF DC(CTY) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate |Shut Down

SC NGAF NGAF DC (CTI) @ Licensed { Expiration Date: 2018-12-26 ) View Deallocate Shut Down




Click Power On and you can start the corresponding NFV:

(L] NGAF DC (CT)) @ Licensed ( Expiration Date: 2018-12-26) View Deallocate Edit PowerOn

NGAF2 NGAF DC(CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate E:iln
NGAF3. NGAF DC (CTh @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit PowerOn

Click View and you can view the authorization details of the corresponding NFV:

4 DC zone (HCI)
NGAF4 NGAF DC(CTI) © Licensed ( Expiration Date: 2018-12-26 ) Deallscate Shut Down
SC NGAF NGAF DC(CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
NGAF1 NGAF DC (CTh @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit Power

Licensing

Device Mame: NGAF
Authorization Method: 100Mbps
Resource Distribution

Branch VPN Sites: a3

S5L VPN Users: 30

Server Access Verffication: 30

Mohile WPMN Users: 30

Licensed Features
IFS RT VYulnerability Scanner Eandwidth Management
Web Filter Application Control LIRL Database
IPS Vulnerability Database Application Signature Database
Data Leak Protection Database Data Leak Protection
Software Upgrade Anti-Virus Database
Cross-I1SP Access Optimization Web App Protection

APT Detection IPSec VPN WAF Signature Databaze

Mahvare Sinnatire Natahace Antiviriie

2.5 Add Physical Resources

[Function Description]

SANGFOR aCMP supports the heterogeneous management of many aCloud clusters
and also the heterogeneous management of VMware data centers. When the unified
management of many data centers or many clusters is required, aCMP shall be
deployed to conduct the heterogeneous management of all the clusters.



[Prerequisites]

SANGFOR aCMP can get access to the network of aCloud platforms or VMware
platform.

[Operating Steps]

1. Log in the home page of aCMP platform, select [Resources] - [Get

Started] and click |Add Cluster, as given in the following diagram:

-%ﬁ. Sangfor aCMP Reliability Center Operations Center Monitoring System

(+) =

Step 1: Add Physical Resources Step 2: Create Availability Zone

o the apprc

Or, select [Resources] = [Clusters] on the home page of aCMP platform and
click @ on the popped page.

SINUEX; inuexsy

Resources Reliability Center Operations Center Manitoring System

TRy ZITEE Get Started Awvailability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2. Enter the IP, username, password, name, description and type of cluster
according to the requirement; keep the default values if the port is unchanged;
click Next;



Pools > Cluster > Add New Cluster

o 2 3

Add Tags Confirm

Basics.

Cluster Name: DR(demo)

Description. Description

Cluster Type: aCloud

Cluster IP: 192.200.19.20

[] Not verify cluster IP address
(Select this if cluster IP is mapped, to avoid connection failure)

Usemame admin
Password
Port: 443

e

3. You can set the different tags for the different storage volumes according to
the actual situations of the clusters; the default tags include: “high
performance”, “good performance” and “large capacity”. These tags can be
changed according to the actual situation. You can do the editing on the page

[Cluster ] = [Tagsl] . After the setting, click Next

) r2) 3
Confirm

Basics Add Tags

Associate datastore with a tag according to its performance or hard disk adopted by it. A matching datastore will be chosen based on specified storage tag when creating virtual machine

C Refresh = Tags

Status Name Storage Type Capacity Tag @
= Normal VirtualDatastore1 Virtual Storage 108478 None v
None

High Performance
Good Performance:

Large Capacity

“



Cluster > Tags

@ How to Tag Storage Performance

O Refresh

Tag Description Operation
& HighPerf_  Tagfor SSD with high IO speed, to create high-end virtual machines Edit

& Good Per Good IO readiwrite performance. Generally, this tag is for old-styled storage. Edit

& Large Ca Fair 10 read/write performance but large capacity and high security, cost-effective Edit

4. Finally, Check that the information is correct and then click @

Pools > Cluster > Add New Cluster

@ @ o

Basics Add Tags Confim
Cluster Name:  DR(demo)
Description
Cluster Type:  aCloud
Cluster IP. 192.200.19.20
Port 443
Tagging Storage: | g Storage Type Performance Gapacity
VitualDatastoret Virtual Storage Good Performance 108478

= =N

5. If the cluster is added to this aCMP cloud management platform for the first
time, licensing message will be given. Conduct the licensing in reference to

“Section 2.5 Licensing”.

Message

This cluster you are adding has not been licensed.
Before using cluster resources, you should license the cluster first.
Please license it in System = General = Licensing Cluster License.

Close




2.6 aCloud Cluster Licensing

[Function Description]

After aCloud cluster is successfully added on SANGFOR aCMP platform, it shall be
authorized to guarantee the availability of aClLoud cluster service, or the
authorization of aCloud cluster shall be cancelled and aCloud cluster shall be edited.
All these operations are carried out on this page.

[Prerequisites]

SANGFOR aCMP has been imported, licensed and activated and the authorization is
sufficient for aCloud clusters under the heterogeneous management.

[Operating Steps]
1. Log in the home page of aCMP platform, select [Management ] = [Serial

Number ] = [Cluster Licensing Overview] , check the licensed clusters and

click to license the clusters.

% Sangfor aCMP Home Resources Reliability Center Operations Center Monitoring

Licensing Toch Support & Download ~ Recycle Bin

General System Maintenance Recycle Bin
v

Licensing Date and Time Tasks

Status. Cluster Name Availability Zone System Setings  Upgrade tion

aCMP Licensing

il Nomal DC zone (HCI) ST S Deallocate  Edit

_ _ DC (CTI)
o Cluster Licensing Overview

il Normal Labs Server Zone Labs ™ Deallocate Edit

NFV Licensing Overview
i Ermor DR(demo) - @ Notlicensed yet Licensing
Date and Time

System Settings

SMTP Server

2. Click [Licensing] on the right side of the clusters in an abnormal state;

Status Cluster Name Availability Zone Cluster QOperation

iEl Normal De (€T DC zone (HCI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
il Nomal Labs Server Zone Labs @ Licensed ( Expiration Date: 2018-12-26 View Deallocate Edit
i Ermor DR(dema) - @ Not licensed yet

After authorization allocation, click I@ to complete the licensing;



Authorize(DR(demo))

o All Basic Components

Compute Virtualization (aSV)
Basic Components
Host CPUs

Compute Virtualization (aSV)

Storage Virtualization (aSAN)

Storage Virtualization (aSAN)

MNumber of CPUs 4

3. After licensing success, you can view, edit and revoke the authorization of clusters on the

licensing interface.

Status Cluster Name Availability Zone
i5i Normal DC (CTI) DC zone (HCI)
i§i Normal DR(demo) DR zone (HCI)
i5i Nommal Labs Server Zone Lasb

2.7 NFV Licensing

Cluster Operation

@ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
@ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
@ Licensed ( Expiration Date: 2018-12-26) View Deallocate Edit

After the aCloud clusteris managed by aCMP, the virutal network device can only be
deployed on the aCMP. NFV device require to authorize through aCMP so that the

advance funstion in NFV can be used normally.

[Steps]

1. Select [System] = [Licensing] = [NFVLicensing Overview]

to check

which device is not authorize. Then select unauthorized device and click

Licensing| button.



htions Center System ‘g] C/

Tech Support & Download Recycle Bin
Date and Time Tasks
System Settings Upgrade

SMTP Server

General System Maintenance Recycle Bin

Licensing Expand Al (3] Collapse Al Object name

Q| Advanced v

aCMP Licensing Name Cluster Licensing Operation
- . 4 DC zone (HCI)
Cluster Licensing Overview
NGAF4 NGAF DC (CTl @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
« NFV Licensing Overview
SC NGAF NGAF DC (CTI) © Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
Date and Time:
1AM4 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
System Settings
1AM4_ken 1AM DC (CT) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SMTP Server
1AME 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SC 1AM 1AM DC (CT @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down

2. Select unauthorize NFV device and click |l gl which locate on the right

Expand All [ Collapse All Obiject name Q | Advanced v

Name Type Cluster Licensing Operation

4 DC zone (HCI)

NGAF4 NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
SC NGAF NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AM4 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AM4_kan 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AMS 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SC 1AM 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down

test AF NGAF DC (CTI) € Not licensed yet Power On




NGAF Licensing X

Device Name: test AF .
Licensed Hardware UUsage
Configuration Standard: Not licensed yet v Type Total e
- 2
Licensed Resources
Branch VPN Sites: 0
SSL VPN Users 0
Server Access Verification: 0
Mobile VPN Users: 4] .
Licensed Resource Usage
Licensed Features Type Tota sage
Branch VPN Sites 100 -
100 — A
100 — 4
100 — 4

“ Cance‘

3. The authorized NFV can be view, edit and deallocate.

4 DC zone (HCI)

NGAF4 NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Shut Down

SC NGAF NGAF DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
1AM4 1AM DC(CTy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
IAM4_ken 1AM DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
IAMS 1AM DC(CTy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
SC 1AM 1AM DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
test AF NGAF DC (CTI) @ Notlicensed yet Licensing Power On

2.8 Division of Availability Zone

[Function Description]

After the heterogeneous management of clusters, the existing different clusters
shall be divided into the different availability zones. The concept of availability zone is
oriented based on data center. Generally, availability zones can include many
clusters. The division of the logical conception of availability zone can effectively help
the administrator to manage the platform.

L

%
: Only one cluster can be added in the availability zone of this version.



[Prerequisites]
SANGFOR aCMP has added the cluster successfully.

[Operating Steps]

1. Log in the home page of aCMP and click [Resources] = [Get Started] , as
given in the following diagram:

Click |Create Availability Zone‘ in Step 2, as given in the following figure:

Resources Reliability Center Operations Center Monitonng System

¢ Availability Zones (/ Get Started Availability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

Or, click [Resources] = [Availability Zone] and click @[Create] on the popped
page to enter the of availability zone configuration:

Resources Reliability Center Operations Center  Monitoring System

(AR LTS Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2. Fillin the relevant information and click

[Resources > Availability Zones = Greate Avaiiability Z...

o

Basics

Name: [ sengfor cT1

Resource Type: 5 Cloud Y

Description Description

3. Select the cluster to be added to this availability zone. If there is no suitable



cluster, you can click Add Cluster. See “Section 3.2.1" for the operation details.
After configuration completion, click ;

@ 2] ;

Basics Associate wiith Cluster

Confim
Please select a cluster that you want to associate with. No suitable cluster? Add Cluster
Name. Cluster Type Description Cluster IP CPU Usage Memory Usage Storage Usage
B —— 83% ——_— 28% 0%
0 LS geud - AT 41.85 GHz /50.42 GHz 902683268 5336B/117TB

4. Check that the information is correct and then click @

Resources > Availability Zones > Create Availability Z

@ < o

Basics Associate with Cluster Confim

Name: sangfor GTI
Resource Type: 2Cloud
Description

Cluster.
Neme Cluster Type Deseription Cluster IP

Labs Server Zone  aCloud - 192.168.19.174

5. After completion, you can see the added availability zone and then you can edit
and delete this availability zone.

& Refresh © New

Please enter AZ name Q.

Desciiption Resource 4 CPUUsage Memory Usage Storage Usage Operation

( ——
DC zone (HCI - aCloud 3% 0%

51.06GB /64 GB Edt Delete
DR zone (HCI) - aCloud D ety 2% 5% Edit Delete
sangfor CTI - aCious v B e 0% Edit Delete
vCenter zone E Viiware * BT Edit Delete

2.9 Upgrade

[Function Description]

SANGFOR aCMP5.8.6 has executed the perfection of the cloud management platform
in many aspects; in case of using demands, Upgrade Package can be loaded to



upgrade aCMP so that the versions of aCMP and aCloud can be consistent.

[Prerequisites]
1. aCMP of other earlier versions have been deployed in the platform.

2. Upgrade Package of aCMP cloud management image has been prepared.

[Operating Steps]

1. Log in the home page of aCMP platform console and click [System] =
[Upgrade] to enter the device upgrade page;

bnitoring System

Licensing Tech Support & Download Recycle Bin
Date and Time Tasks
System Settings Upgrade

SMTFP Server

2. Click [Maintenance Mode is Enabled] and thenclick [Upgrade] ;

Tech Support & Download v

Service & Tech Support

Enabling Maintenance mode will not affect running virtual machines, but will disable console and external APl operations.

Download
Maintenance mode is enabled Disable Maintenance Mode

Tasks

» Upgrade

P 1.Version
Current Version: aCMP5 86_EN_B

2 File Upload

3 Upgrade

4 Host Reboot

3. Select Upload file to server;



Enabling Maintenance mode will not affect running virtual machines, but will disable console and external APl operations.

Maintenance mode is enabled Disable Maintenance Mode

1.Version

Upload File to Server

» 2 File Upload Select file &

3.Upgrade

4. Host Reboot

Upload

Progress

Cancel

1 Version

Upload File to Server
P 2 File Upload Sangfor_aCMP_5.8.6_EN{20130930).pkg =y

3.Upgrade

Upload file successfully

4 Host Reboot

4. After uploading successfully, click ; after upgrading success, restart
aCMP virtual machine;



Enabling Maintenance mode will not affect running virtual machines, but will disable console and external API operations

Maintenance mode is enabled Disable Maintenance Mode

1.Version
Completed
2 File Upload 100%

It takes effect after platform restart.

Restart This Platform

3.Upgrade

P 4 Host Reboot

L

v
: During the upgrading process, the clusters in running will not be
influenced; however, aCMP disables any other operations.

2.10 Delete Cluster

[Function Description]

If any cluster under the heterogeneous management of aCMP is required no more
due to some demands, aCMP cluster can be deleted.

[Prerequisites]

If the cluster shall be deleted, the corresponding availability zone shall also be
deleted.

If the availability zone shall be deleted, the organizations and users created in the
availability zone shall also be deleted.

[Operating Steps]

1. Log in the home page of aCMP platform console and click [Operations

Center] = [Organizations] to enter the organization management
interface:



Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (AZ) Organizations Pending Cost Summary

Roles. All Work Orders All Bills

‘Workflow Templates Pricing

[ &Y

2. Click [Availability Zone] to find all the associated users to be deleted,
remove the corresponding user and click @;

Organizations Users

© Refresh @ NewAccount W Delete Username or real name

[l = Platiorm [] Usemname Role +  Organization Real Name Mobile Number Email Operation
e admin Super Admin - admin - - Edit Change Password
[]  sangfor Asset Manager Blake blake 60123398519 blake chen@sangfor Edit ResstPassword Delete

Are you sure that you want to delete the availability zone?
Organization(s) being associated cannot use resources in the availahility zone.

3. After all the associated organizations of the availability zone to be deleted are

removed, click [Resources] = [Availability Zone] and you can find that

Delete of the corresponding availability zone changes to be clickable; Click
Delete and then click OK on the popped window;



Resources Reliability Center Operations Center Monitoring System

IR ZETES Get Started Awvailability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

© Refresh © New

Mame. Description Resource ~  CPUUsage Memory Usage Storage Usage Operation

DG zone (HCI - aCloud e R - S0% 24% Edit Delete

p— . scous Lo o e B e peee

sangor G ) acous — 0 em— . %y

vCenter zone - Vhlware 4 e S e B2 Edit Delete
Confirm X

Are you sure that you want to delete the selected entry(ies)?
Deleting it may cause its associated group unassociated.

4. Click [Resources] = [Clusters] to find the cluster to be deleted, click

“More”-"Delete” and then click @(I on the popped window to delete the
cluster, as shown in the following diagram:




Resources Reliability Center Operations Center Monitoring System

RUEIEWLY ZTIES Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

Stas 5 Name Descrption Avaisbity Zones  Cluster 1P Chuster Type Version CPU Usage Memory Usage Storage Usage Opsration

igi Normal - DC zone (HC! 102168135 aCloud 586 S— % S — 80t P 2

i@ Normal = DR zone (HC1 102.200.19.20 aCloud 586 - % - 2% o 5%

@ Nomal S - vCenter zone 192168 19.200 Viware 650 2 G ey e T (L EyTr matt

& Normal > - 192168.19.174 aCloud 586 S —— DS S— 2 o [:]

Change Cluster Settings
Tag Datastores

Delete

Message X

Are you sure that you want to delete the cluster (Labs Server
Zone)?

After deletion, cluster authorization will be revoked and resources provided by it
become unavailable.

Chapter3 Operation Maintenance and

Management



3.1 Basic Management

3.1.1 System Configuration
3.1.1.17  Time and Date Configuration

[Function Description]
As for time setting of aCMP platform, SANGFOR aCMP supports both the time
customization and the automatic acquisition of NTP time.

[Prerequisites]

aCloud platform and aCMP virtual machine of SANGFOR Enterprise-level Cloud have
been correctly deployed. If NTP time shall be acquired, it shall be guaranteed that
aCMP can get access to NTP server network.

[Operating Steps]
1. Log in the home page of aCMP platform and select [System] - [Date and
Time] ;

Ree Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System @53

# Availability Zones (AZ) Tech Support & Download Recycle Bin

Tasks

Upgrade

General System Maintenance

Licensing v

aCMP Licensing
Cluster Licensing Overview 1 4 53 25

NFV Licensing Overview

« Daie and Time

System Settings {UTC+08:00) Irkutsk, Beijing

ch
SMTP Server ange

[] Enable sync with NTP server

v“

2. Click [Changel] to enter the time setting; you can customize the time or get the
local time;



3. SANGFOR aCMP supports the synchronization of NTP server; please do the
setting as required.

Licensing

aCMP Licensing

Cluster Licensing Overview

NFV Licensing Overview

« Date and Time

System Settings

SMTP Server

[ Enable sync with NTP server

3.1.1.2 |IP Setting of the Platform

[Function Description]
SANGFOR aCMP supports the change of IP as required and the DNS and route
configuration of aCMP via the network satisfying the different scenarios.

[Prerequisites]
IP and gateway have been correctly planned.

[Operating Steps]
1. Log in the home page of aCMP platform and select [System] - [System
Configuration] ;

% Sangfor aCMpP Resources Reliability Center Operations Center Monitoring System @ﬂ

# Availability Zones (AZ) Tech Support & Download Recycle Bin

Tasks

Upgrade

Used 23312GB
Total 639.78 GB




2. Configure IP according to the actual situation of network and configure the route
and the platform DNS according to the requirement.

General System Maintenance

Licensing v

aCMP Licensing

Cluster Licensing Overview

NFV Licensing Overview IP Address: 19216819172

Date and Time Netmask: 255.255.255.0

« System Settings Default Gateway:| 192 168 191

SMTP Server

O DstIP Netmask Next-Hop IP Operation

No data available

Preferred DNS

Alternate DNS:

3.1.1.3 Mailbox Setting

[Function Description]
SANGFOR aCMP is configured with Mailbox and you can send the alarm by Mailbox.
The customer can master the running state of clusters at any time.

[Operating Steps]
1. Log in the home page of aCMP platform and select [System] - [SMTP Server

1



Resources Reliability Center Operations Center Monitoring System

# Availability Zones (AZ) Licensing

Date and Time
System Settings

SMTP Server

Tech Support & Download
Tasks

Upgrade

Recycle Bin

+ Top 5 Nodes by

192.168.19....
192.168.1.36

192.168.1.37

2. Fillin Mailbox address and smtp server address according to the actual situation;
if the sending server requires authentication of the username and password, the
corresponding username and password shall be entered and the testing shall be

carried out.

General System Maintenance

Licensing v

aCMP Licensing

Sender Address: en@sangfor.com

Cluster Licensing Overview
SMTF Server IP smip.gmail.com

NFV Licensing Cverview

Port 465
Date and Time
System Settings Authentication required
» SMTP Server Username: en@sangfor.com

Password

3.1.2 System Maintenance

3.1.2.1 View of Tasks Logs

[Function Description]

SANGFOR aCMP will record all the operation logs and synchronously the operation
results. For example, the administrator can examine the historical operation records

on this page to orientate the fault causes.



[Operating Steps]
1. Log in the home page of aCMP platform and select [System] - [Tasks] ;

aq

Resources Reliability Center Operations Center Monitoring System g @5 e

Sangfor aCMP
o

+ Availability Zones (AZ) ms

Licensing Tech Support & Download  Recycle Bin

Date and Time Tasks

System Sefings  Upgrade

ptal
SMTP Server

Unapproved

napprove Node

- VM

view 2%

B Others

General

Memory

& Do Action or Object Q, Advanced v
Status Action Object Start Time End Time Organization Admin Availability Zones Object Type Operation
@ Finish Configure SMT. Sangfor Cloud Ma. 2018-10-10 15:03:41 2018-10-10 15:03:42 admin admin (192.168.19.206) acMP View
@ Failed Legin admin 2018-10-10 14:59:40 2018-10-10 14:59:40 admin admin (2.0.0.1) User View
@ Failed Login admin 2018-10-10 14:59:31 2018-10-10 14:50:31 dmin admin (2.0.0.1) User
@ Finish Delete availabili.. sangfor CTI 2018-10-10 14:38:21 2018-10-10 14:38:33 dmin admin (192.168.19.206) Availability Zone
@ Finish Delete work ord.. 2018-10-10 14:36:09 2018-10-10 14:35:09 dmin admin (192.168.19.206) Work Order Wo.

@ Finish Delete Organiz. blake 2018-10-10 14:36:05 2018-10-10 14:36:12 admin admin (192.168.19.206) Organization View
@ Finish Delete user blake 2018-10-10 14:35:14 2018-10-10 14:35:22 admin admin (192.168.19.206) User View
@ Finish Auto-clean up |. win2012 2018-10-10 14:31:25 2018-10-10 14:31:55 admin Sangfor Cloud Management Platfor. DR zone (HCI) wvirtual machine View
@ Finish Create CDP ba. win2012 2018-10-10 14:31:13 2018-10-10 14:31:23 admin Sangfor Cloud Management Platfor. DR zone (HCI) virtual machine View
@ Finish Create CDP ba. win2012 2018-10-10 14:29:54 2018-10-10 14:31:04 admin Sangfor Cloud Management Platfor. DC zone (HCI) virtual machine View
@ Finish Clean up place. win2012 2018-10-10 14:23:47 2018-10-10 14:31:54 admin Sangfor Cloud Management Platfor. DR zone (HCI) virtual machine View
@ Finish Clean up in bat. DCtoDR 2018-10-10 14:23:46 2018-10-10 14:23:47 admin Sangfor Cloud Management Platfor. DC zone (HCI) Disaster recove. View
@ Finish Clean up VM .. win2012 2018-10-10 14:23:44 2018-10-10 14:24:05 admin Sangfor Cloud Management Platfor.. DC zone (HCI) virtual machine View
@ Finish Clean up in bat. DCtoDR 2018-10-10 14:23:44 2018-10-10 14:23:45 dmin Sangfor Cloud Management Platfor DC zone (HCI) Disast

© Finish Delete orqaniza.. Organization Netw. 2018-10-10 14:20:01 2018-10-10 14:20:02 admin admin (192.168.19.206) DC zone (HCI) Network

3.1.3 Business Maintenance

3.1.3.17 Recycle Bin

[Function Description]

SANGFOR aCMP strongly protects the data safety of the platform. When the
administrator deletes the virtual machine and network devices of the platform, these
devices will be moved into recycle bin to keep for a while. They are recoverable
during this period but not recoverable once timeout or manually and completely
deleted.

[Notel
Virtual machine cannot be recovered once deleted from recycle bin; please do the
operation carefully.

[Operating Steps]
1. Log in the home page of aCMP platform and select [System] - [Recycle Bin
] to enter the recycle bin interface;



Resources Reliability Center  Operations Center ~ Monitoring System

Availability Zones (AZ) Licensing Tech Support & Download Recycle Bin

Date and Time Tasks

System Settings Upgrade
SMTP Server pral
Node
- VM
NFV
@ Others

Recycle Bin v £ Refresh Name or description Q

Q| Advanced v

o VTR Lo Name Description Type Organization Availabilty Zone Size Time Deleted Days Preserved = Operation

Test - aCloud admin DC zone (HCI) 0.25GB 2018-10-09 14:4 27day(s) later pe.. Restore Delete
Network Device

Back NAS-template_(2 - VMware admin vCenter zone 0.00 GB 2018-10-09 14:4... 27day(s) later pe.. Restore Delete
ackup

Blake_DR_Test_. - aCloud-Placehol. admin DC zone (HCI) 013GB 2018-10-11 203 29day(s) later pe_ Restore Delete

2. Tick the virtual machine or network device to be deleted and click or
to restore or delete the virtual machine in the recycle bin.

A

machine or network device; please do the operation carefully.

Note: This deletion operation will completely delete the data of virtual

Confirm ®

Are you sure that you want to restore Test?
network connection cannot be restored.

3.2 Resource Management

3.2.1 Image Management



3.2.1.1 Public Image Management
[Function Description]

The administrator can upload the images to all availability zones or organizations for use.
Image is divided into public image and private image and the relevant explanation is given as
follows:

» Public Image: it is created by platform administrator and can be used by both platform
administrator and tenants.

» Private Images: created by tenant administrator and used only among tenants

> Network Device Images: template images of NFV, uploaded by platform administrator

[Prerequisites]

SANGFOR aCMP has sufficient image storage space

[Operating Steps]

1. Log in the home page of aCMP platform, select [Resources] — [Get Started] , click

Public Images to enter the Public Images Management Interface as shown in the
following figure:

Resources Reliability Center Operations Center Monitoring System

0 RIS Get Staried Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subneis Private VM Images

Distributed Firewall Network Device Images

Operations Center Monitoring System

L

= o

Step 2: Specify availability zone. Step 3: Prepare virtual machine image
Associate the clusters to availability zone. Creale v r import existing

tform.




Or select [ Resources] = [Public VM Images] to enter the VM Images
Management Interface;

Resources Reliability Center Operations Center Monitoring System

Availabilty ZOnes (4 GetStarted  Availabiity Zones (AZ)  Virtual Machine  Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2. Onthe current page, you can see all existing images on aCMP, including public
images, private images and network device images. The Public Images page is
selected by default. Click the ‘Upload Image|;

.2}:0 Sivgin e Home: High Availabilty ~ Operations Center  Monitoring  System

< Refresh | & Uploadimage @ Delete Image name

[} Status Name Description Total Capacity Guest 0S Image Type s Availability Zones: Operation
O © Normal Cent0S-5.0-386-LiveCD_HCI demo_142d5554_HCI de_DC (C. - - 180 - Edit More
[} © Normal Cent0S-5.11-x86_64-bin-DVD-10f2_HCI demo_2a15c6_DC (C. - - 180 - Edit More
[} © Normal Cent0S-5.11-x86_64-bin-DVD-20f2_HCI demo_e2c243_DC (C - - 1s0 - Edit More
[} © Normal Cent0S-5.9-x86_64-bin-DVD-10f2_HCI demo_ee87e56_DC (C. - - 180 - Edit More
[} o Normal Cent0S-5 9-x86_64-bin-DVD-20f2_HCI demo_8228cb5_DC (C. - - 180 - Edit More
D o Normal Cent0S-6.9-i386-LiveDVD_HCI demo_5aac0c98_HCl d_DC (C. - - 180 - Edit More
D o Normal CentOS-7-x86_64-DVD-1804_HCI demo_0ceb6069_HCI _DC (... - - 180 - Edit More
D o Normal DCE 11.08R3_HC| demo_4f35e06e_HCI demo_cdc9db0d_DC (. - - 150 - Edit More
D o Normal DCE 12.08_HCI demo_{8ef60cf_HCI demo_88ef21bb_DC (CTI) - - 1s0 - Edit More
D o Normal FreeBSD-8.2-RELEASE-i386-dvd1_HCI demo_fb038e42_DC (. - - 1s0 - Edit More
D o Normal HCI5.8 3_EN(20180313)_HCI demo_4c239ec1_HCI dem_DC (. - - 1s0 - Edit More
D © Normal LiveCD_repair_disk_HCI demo_fdd4d4b8_HCI demo_f_DC (CT. - - 1s0 - Edit More
D © Normal NeoKylin-Linux-Desktop-6.0-x86_64-B045-20141201_DC (CTI). - - 180 - Edit More
[P o o o -

3. Select local images to be uploaded; fill in the corresponding information; select
the corresponding operating system and availability zone, and click Upload;



LENLRZEN 1 buntu-16.04.1-desktop-amdéd.iso  [&]

Image Name: BVTRTHEEL

Description: EelEtyiailiy

Sl |bunty

Availability Zone: EeRreNPreee

Upload

Uploading file xubuntu-16.04.1-deskiop-amd64.iso. Please do not close this page.

File size: 1.2 GB, progress: 12 ME, transfer rate: 5.5 MB/s, time taken: 1 second, remaining: 3minutes 37seconds

Cancel

4. Upon the completion of uploading, click to continue to upload or

click [Close|.



%o

gt

The file has been uploaded successfully.

The file {(xubuntu-16.04.1-desktop-amd64.iso) is uploaded. Size: 1.2 GB, time taken: Zminutes 45seconds

Completed Close

3.2.1.2 Management of Private Images

[Function description]

If the platform administrator does not assign the required image to the organization
administrator, the latter can also upload private images according to his own needs.
Private images can only be used within the organization.

[Prerequisites]

Prepare the ISO file to be uploaded

[Operating Steps]

1. Login to the home page of aCMP organization administrator (https://IP); select
[Resources] = [Private Images] ; click Upload Image

% Sangfor aCMP Resources  Operations Center ~ Monitoring System

Topology Public Images < "
— e

Organization Subnets | Private Images

Distributed Firewall

0 ® 1 =
Waiting for Processing Y e

The following configuration page will be displayed after login:



r;ﬁ' Sangfor aCMP Operations Center  Monitoring System

Public Images Private Images

£ Refresh A Upload Image W Delete

O Status Name Description Total Capacity Guest 0S Image Type  # Availability Zones

No data available

2. Select the images to be uploaded, configure accordingly; click Upload

WELEEEA ybuntu-16.04 1-desktop-amd6d.iso  [(]
LEt BB | inux xubuntu64

OELEN L Description

8 Ubuntu

Availability Zone: [EEESIERIEE]

Uploading file xubuntu-16.04.1-desktop-amd64.iso. Please do not close this page.

2%
File size: 1.2 GB, progress: 28.1 MB, transfer rate: 7.34 MB/s, time taken: 3seconds , remaining: 2minutes 40seconds

Cancel




3. Upon the completion of uploading, click Completed| to continue to upload or

click See the following figure:

£

The file has been uploaded successfully.

The file (xubuntu-16.04.1-desktop-amd64.iso) is uploaded. Size: 1.2 GB, time taken: 3minutes 4seconds

Finish Close

3.2.1.3 Management of Network Device Images

[Function Description]

If the networking requirements of virtual network include network security
components, such as vAD and vAC (please download security components from the
official website of SANGFOR], you need to upload the corresponding network device
images via which the corresponding security component instance can be created.
The platform administrator can manage virtual network images through the
management function of network device images.

[Prerequisites]
1. SANGFOR aCMP has sufficient images storage

2. Prepare network device images and authorization

[Operating Steps]

1. Log in to the home page of aCMP platform, select [Resources] - [Get

Started] , click Upload Network Device Template]; or directly select [Resources]

— [Network Device Images] to enter network device images management page;



Resources Reliability Center Operations Center Monitoring System

LRIy A Get Started Awvailability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

o =.

Step 1: Add Physical Resources Step 2: Create Availability Zone

Resources Reliability Center Operations Center Monitoring System

Avallabilty ZON€S (/. GeyStarted  Availabiity Zones (AZ)  Virlual Machine  Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2. On the current page, you can see all existing images on aCMP, including public
images, private images and network device images. Select [Network Device Images]
tab and Click\Upload Image\.




Public Images Private Images Network Device Images

< Refresh | & UploadIimage| @ Delete

] MName Status Version
[ 4ssL =

OJ SSLM7.5_20171011 © Normal M7.5
O] 1AM =

O I1AM11.9_20170624 © Normal 19
[0 4 ~AF =

Il AFT1R3_20170830 © Normal 71R3

3. Select the local images to be uploaded; select the availability zone; and click
Upload.

LWEDEREEH 40119 20170624 vma

Availability Zone: SRR IEI

Upload

£

Uploading file IAM11.9_20170624 vma. Please do not close this page.
1%
File size: 1.8 GB, progress: 15.7 MB, transfer rate: 4 97 MB/s, time taken: 3seconds , remaining: Gminutes 9seconds

Cancel




4. Upon the completion of uploading, click [Completed to continue to upload or

click [Close].

£

The file has been uploaded successfully.

The file (JAM11.9_20170624.vma) is uploaded. Size: 1.8 GE, time taken: 8minutes 22seconds

Finish Close

3.2.2  Management of virtual machine

Virtual machine is the basic unit of SANGFOR aCMP for providing services; and the
administrator can create, export, delete and perform various operations on the
virtual machine at his own discretion. Users can manage the virtual machine by
creating a virtual machine or making a template.

3.2.2.1 Creation of full virtual machine

[Function description]

This function is used for creating new virtual machine resources

[Prerequisites]

The ISO file required for creating a virtual machine has been uploaded

[Operating steps]

1. Log in to the hope page of aCMP platform, select [Resources] - [Get
Started] , click [Create Virtual Machine or click [Resources] = [Virtual

Machine] ; see the following figure:



Resources

Pwailability Zones (4 Get Started

Sangfor aCMP
¥

L+

Step 1: Add Physical Resources

L

Resource Pools

Mana ical r

2. Click , select ‘Create New Virtual Machine jin the

Machine] .

Sangfor aCMP
¥

Virtual Machine

k Group
=] Virtual Machine(79)
E| DC zone (HCI)(31)
B DC (CTI(19)
I Default Group(12)
DR{dema)(22)
Blake{0)

B8 DR(demoa)(2)
@ Default Group(20)
Labs(1)
8 Labs Senver Zone(0)
B Defauit Group(1)
vCenter zone(25)
8 ESXI(25)
B Defauit Group(0)

Tag(0)

ooooooooooooao

Q Z Refresh @ New

Reliability Center Operations Center Monitoring

Availability Zones (AZ) Virtual Machine Topology

Cluster Subnets

Distributed Firewall

Reliability Center ~ Operations Center ~ Monitoring ~ System

Step 2: Create Availability Zone

VM Management

e

Reliability Center Operations Center Monitoring

P PowerOn W Shut Down New Group * More

Status Name P Group VM Type
Alarm - DC (CTI)/Seng Chun  aCloud
Alarm win > DC (CTI)/Daniel aCloud
Alarm Ken-iraining-server - C (CTI)/Ken aCloud
Alarm wir rver2012_Ken - C (CTIVKen aCloud
Alarm debian - Default Group aCloud
Alarm 192.168.20.21 Default Group aCloud
Alarm Linux_test - DR(demo)/acmp_. aCloud
Alarm Linunx > Default Group aCloud
Alarm BBC2.5_EZ& .. - Default Group aCloud
Alarm BBC2.5_LStest > Default Group aCloud

© Powere. vCenterCTI 182.168.19.200 ESXI/CTIM92.168. VMware

© Povere. Windows 2012 AD 192.168.19.201 ESXI/CTIM92.168.. VMware

System

Public VM Images
Private VM Images

Network Device Images

Step 3: Prepare Virtual Machine Image

irtual machine

Image Management

[Create Virtual

System

CPU Usage Memory Usage

u 12% I 100%

— 49% I 1%

[ ] 10% E—— 68%
0% I 1%
0% | 38%
1% — 57%
1% I 100%

1 3% — 61%

1 3% ——— 91%

1 3% - 19%

- 1% _— 50%



Create Virtual Machine

Choose a way to create a new virtual machine.

e

Create New Virtual Machine

Operating system should be installed afterwards via an |1SO
file

W Import Virtual Machine

BErowse a file on this local PC

0

(((

Create Oracle Database

The wizard helps to create Oracle database

Create SQL Server

This wizard helps to create SQL server

3. Configure virtual machine images and availability zone, configure

property, select the corresponding images, click ;

o 2
Resources and | Configuration
xubuntu_64bit [+
Select Image

Xubuntu_64bit
A .

N

e OS: Ubuntu

mage Type:1S0

4. Configure the parameters and network of virtual machine according to the

actual demand and click ;




Resources > Virtual Machine > Create Virtual Machine

<@ 2] 3 4

Resources and | Configuration Basics Confirm

VM 1 v

cPU 1CPUCore(s) | PAIEUEEN  4CPUCore(s)  6CPUCore(s)  8CPUCorels)  12CPUCorels) 16 CPU Core(s) core(s)

Custom Options

Vemry: 168 208 m 668 EL 1268 18GB 3268 4868 646 ce

Custom Options

Datastore: Disk 1
m Existing disk  Physical Disk ~ Shared Disks
Disk Capacity: 80 GB

[ Pre-aliocation (1)

© Add Disk (2 more disks can be added)

USB Device: © Add USB Device (12 more USB devices can be added)
Network:
X
Realtek RTLB139
ferfe:ferbd:40:0b <
DefaultEdge [

“

Configure advanced options;

Advanced A
Boot Order. 1 Disk 1 v| 2/cDDVD v @ None v O
Others [ Power on at nede startup

[ High priority

ebootif fault occurs (due 1o stuck, biue screen, elc., requiring vmTools be installed)

[ ] Enable CPU hot add (change could be made in power-off siate) Guest OSes Support (1)

[ ] Enable memory hot add (change could be made in power-off siale) Guest OSes Support (1)

[ Enable UUID generator (every time UUID generator is enabled, a new UUID will be generated) (1)
Remote Debugging: nable memory reclaiming (detect and reciaim free memory of idle virtual machine

5. Fill in the basic information of virtual machine, click [Next|:

Resources > Virtual Machine > Create Virtual Machine

@ o © :

Resources and |... Configuration Basics Confirm
Name: Linux_test
Description Description
Group: DR zone (HCl)/Default Group ~

6.  Click Mto finally confirm the information.



Resources > Virtual Machine > Create Virtual Machine

@ @ @ 0

Resources and | Configuration Basics Confirm
Name Linux_test as Ubuntu Network ethd DefaultEdge
VMs 1 cpu 2 CPU Core(s)
Group: DR zone (HCIYDefault Group Memory 4GB
Availability Zone DR zone (HCI) Datastore Disk 1 80 GB

Storage Performance:  Good Performance

o

7. It should be noted that the virtual machine created by ISO needs to manually
perform the installation steps of the operating system after powering on and
entering the console for the first time.

‘15. Sangfor aCMP Home Resources Reliability Center Operations Center Monitoring System
1

£ Refresh P Power On [ Edit +++ More

Status

Throughput V| CPU | Memory | 10 Speed ¥

-~

CPU Usage Memory Usage Disk Usage
0% 0« 10 «
0.00bps
® Used 0 Hz ® Used: 0B #® Used: 38.96 GB
Total: 27 21 GHz Total: 8 GB Total: 400 GB 14:00 14:10 14

[ -

Click Console to enter the operating system installation interface after powering on:



Welcome to Red Hat Enterprise Linux 6.4!

[nstall or upgrade an existing system

Install system with basic video driver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 56 seconds...

RED HAT"
ENTERPRISE LINUX® 6

Copyright © 2003-2010 Red Hat, Inc. and others. All rights reserved.

3.2.2.2 Export of Virtual Machine
[Function Description]
This function is applicable to the virtual machine.

[Operating Steps]
1. Log in to the home page of aCMP platform, click [Resources] = [Virtual
Machine] option; select the virtual machine to be exported; click on the

right; click option;

Note: the virtual machine in operation can be exported.



L W7 Fowere . 4u_user - UEIduIL GIuup aviouu uve — 30% — 21% muie
O © Powere.. 146_user 146.0.0.10 Default Group aCloud 0% | 47%
[0 © Powere.. Demo WANO_SD - Default Group aCloud 1 8% — 100% Power On
O © Powere.. 149 _user 149.0.0.10 Default Group aCloud 0% —-— 47%
Powere... Demo_WANO_SD = Default Grou aCloud [ ] 8% I 100%
L L P
[0 © Powere.. 144 _user 144.0.0.10 Default Group aCloud 0% — 47%
[0 © Powere.. 147 _user 147.0.0.10 Default Group aCloud 0% | 34%
[ © Powers._ Dema_WANO_SD - Default Group aCloud | 16% I 96%
Powere 145 _user 145.0.0.10 Default Grou| aCloud 0% — 47%
0O o X p
Powere Dema_WANO_SD - Default Grou| aCloud n 8% — 100%
O o | K p
Powere Demao_WANO_SD = Default Grou| aCloud n 8% —— 100%
P
B - Snapshots
o o
[0 © Powers. 1420010 Default Group aCloud 0% | 45% Export
O © Powere.. NANO_SD = Default Group aCloud u 15% I 100% Migrate
O © Powere.. Lab-server template 192.200.19.20, 19... Default Group aCloud 0% | 3% Backups
[0 © Powere.. win2012 @i 192.168.1.222 Default Group aCloud 0% ] 16% Backup

2. Select the desired export format; OVA and VMA formats are available; click
Start Export;

Export Virtual Machine (144 _user) X

Export consumes storage read/write resources. Exported file can be imported into Sangfor

aCMP again.

File Format: VMA v‘
VMA
OVA

—Gpen W Conca |

s b

v

: VMA, OVA formats; the corresponding export selections are different. To export
VMA format, directly click Start Export. To export OVA format, however, you need to
select the version number in the Virtual Machine Version. The version of the virtual
machine is the version number of VMware Station.



Export Virtual Machine (144_user) X

Export consumes storage read/write resources. Exported file can be imported into Sangfor

o

aCMP again.

File Format: VA v

3. Wait for the virtual machine to produce an export file and download the export
file;

Exporting virtual machine(144_uservma..

0% Cancel

Approximate Size: 24.1 GB, Exported: 128 MB, Speed: 18.29 MB/s, Time Taken: 15seconds , Remaining: 22minutes 21seconds

0 If export takes a long time, close the window or browser and log in again. And then click Export to check the export

progress.

3.2.2.3 Import of virtual machine

[Function Description]
This function is applicable to import the virtual machine to aCloud cluster via aCMP.

[Prerequisites]

Prepare the VMA file or OVA file corresponding to the virtual machine.

[Operating Steps]

1. Log in to the home page of aCMP platform, click [Resources] = [Virtual

Machine] option; click ; select |Import Virtual Machine| in [Create Virtual
Machine] window;




Create Virtual Machine

Choose a way to create a new virtual machine.

S

d afterwards via an 1ISO

5‘ Import Virtual Machine
N

rowse a file on this local PC

Create Oracle Database

Create SQL Server

Zard nelps 1o creat

o

2. Select the virtual machine to be imported and the corresponding virtual

machine parameters; click ;

Select VM file:

Awvailability Zone:

Select group:

BBC2.5.0_20180630.0va

DR zone (HCI)

DR zone (HCIyDefault Group

Storage Performance: | Good Pe.. Specified

Import




Uploading file BEC2.5.0_20180630.ova. Please do not close this page.
4%
File size: 2.5 GB, progress: 78.5 MB, transfer rate: 9.43 MB/s, time taken: 8seconds , remaining: 4minutes 26seconds

Cancel

3.

After import, click [Close| or [Switching to VM| to edit the virtual machine.

The virtual machine is successfully imported.
BBC2.5_iF=%7_20180630
Default group
VirtualDatastore1
192.200.19.19

Disk 1 (240 GB) , Disk 2 (500 GB...

Switching to VM

L

%
. When importing the virtual machine, its network card is not connected to
the switch. You can click Switching to VM to configure the virtual machine.

3.2.3.4 Migration of Virtual Machine

[Function Description]
This function is used for migrating the virtual machine and supports the migration of
virtual machines across availability zone.

[Operating Steps]



1. Log in to the home page of aCMP platform, select [Resources] - [Virtual
Machine] ; select the virtual machine to be migrated; click [More]l > [
Migrate] ;

Resources Reliability Center Operations Center  Monitoring System

abiity Zones (| Gevstated  Availabiiity Zones (AZ) | Virtual Machine | Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

[0 © Powere.. 146 user 1460010 Default Group aCloud 0% — 47% — 53% More

[0 © Powere. Demo_WANQ_SD... - Default Group aCloud [ ] 8% — 100%

[0 © Powere.. 149 _user 149.0.0.10 Default Group aCloud 0% —-— 47% Power On

[] © Powere.. Demo WANO SD.. - Default Group aCloud [ ] 10% —100%

O © Powere.. 147 _user 147.0.0.10 Default Group aCloud 1% | 34%

[0 © Powere.. Demo WANO SD.. - Default Group aCloud ] 12% — 96%

[0 © Powere.. 145_user 145.0.0.10 Default Group aCloud 0% — 47%

[0 © Powere.. Demo WANO SD.. - Default Group aCloud 1 6% —100%

O © Powere. Demo_WANQ_SD... - Default Group aCloud L} 9% — 100%

O © Powere.. 142 _user 142.0.0.10 Default Group aCloud 0% —-— 45%

[J © Powere.. Demo WANO_SD.. - Default Group aCloud ] 12% —100% )
Snapshots

[0 © Powere.. Lab-servertemplate  192.200.19.20,19..  Default Group aCloud 0% - 3% Export

[0 © Powere. win2012 @D 1921681222 Default Group aCloud 0% m 16% [

[0 © Powere. 144_user 144.0.0.10 Default Group aCloud = = = Backups

[} © Powers Demo_WANO_SD... - Default Group aCloud - - - Backup

V] © Powere.  BBC25 .- Default Group aCloud

2. Select the availability zone, cluster, running position and storage of migration;

click [OK]



Migrate X

Name: win_server_2003 Name: win_server_2003

Awvailability Zone: | . zone (HCI) v Availability Zone: ‘ DC zone (HCI) v‘
Cluster: DC (CTI) v Cluster: DC (CTI) W
Run on Node: <Auto> v Run on Node: 192 168.1.36 v
Datastore: DataStore v Datastore: DataStore v

Power on aCloud virtual machine upon migration completion

“ Cancel

iy

@

When migrating the virtual machine, the target location may be the
availability zone where the virtual machine is located, or other availability zone; in
case of migration upon powering on, migrate to the aCloud cluster and the machine
is kept on and to VMware cluster and the machine is off; you may also check “Start
aCloud Virtual Machine Automatically after Migration” and you need to check
“Automatically Turn off aCloud Virtual Machine to Complete Migration”, or you have
to manually turn off the machine to complete the migration; in case of migration in
off state, the machine will be always in off state after migration, but you may check
“Automatically Start aCloud Virtual Machine after Migration”.

3. You can see the progress of migration in the task bar.

3.2.3.5 Allocation of Virtual Machine

Tasks x
All Disaster Recovery

Status Action Object Start Time End Time Admin Operation
| 3% Migrate virtual m...  BBC2.__ 2018-10-10 18:22:37 admin (192.168.19.206) View Cancel
@ Finish Migrate virtual m_..  win_server_2003 2018-10-10 18:21:22 2018-10-10 18:21:40 admin (192.168.19.206) View

@ Finish Edit cluster auth... Labs Server Zone 2018-10-10 18:16:21 2018-10-10 18:16:25 admin (192.168.19.206) View

@ Failed Add availability z. Labs 2018-10-10 18:11:10 2018-10-10 18:11:10 admin (192.168.19.206) View

@ Failed Add availability z. Labs 2018-10-10 18:11:09 2018-10-10 18:11:10 admin (192.168.19.206) View

@ Finish Add availability z. Labs 2018-10-10 18:11:07 2018-10-10 18:11:16 admin (192.168.19.206) View

@ Finish Login admin 2018-10-10 18:07-21 2018-10-10 18:07-21 admin (192.168.19.206) View

[ YN Hnland imama Iinuw wohandnf A 2N40 AN 10 400020 WAQ AN AN 410-N2-A4 hial-~ /107 460 410 INEY Vicwr



[Function Description]
This function is applicable to the allocation of virtual machine, which can be
allocated to the organization or organization members.

[Operating Steps]

1. Log in to the home page of aCMP platform, select [Resources] - [Virtual
Machine] ; select the virtual machine to be allocated; click [More] > T
Allocate] ;

Sangfor aCMP

Resources Reliability Center Operations Center ~ Monitoring System

© IR AT Get Started Availability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

© Powere._.. 146_user 146.0.0.10 Default Group aCloud 0% | 47% | 53% Mor
© Powere... Demo_WANO_SD. o Default Group aCloud [ ] B% I 100%
© Powere . 149 _user 145.0.0.10 Default Group aCloud 0% | 47%
© Powere... Demo_WANO_SD = Default Group aCloud u 10% I 100%
© Powere... 147 _user 147.0.0.10 Default Group aCloud 0% | 34%
© Powere Demo_WANO_SD. - Default Group aCloud L} 6% I 96%
© Powere... 145_user 145.0.0.10 Default Group aCloud 0% | 47%
© Powere... Demo_WANO_SD. o Default Group aCloud ] 5% I 100%
Snapshols
© FPowers.  Demo WANO SD... - Default Group aCloud " 10% —100% apehors

* Export
© Powere... 142 _user 142.0.0.10 Default Group aCloud 0% ] 45%

B Migrate
© Powere... Demo_WANO_SD - Default Group aCloud | 8% I 100%

%) Backups
© Powere.. Lab-server template 192.200.19.20, 19 Default Group aCloud 0% | 31%

Backup
© Powere..  win2012 @D 1921681222 Default Group aCloud 0% | 16% ¥ Alocate
© Powere.. 144_user 144.0.0.10 Default Group aCloud
Q Powere.. Demo_WANO_SD. - Default Group aCloud

L

v
: 1. allocating aCloud virtual machine to the organization will disconnect the
network of the virtual machine; after allocation, the virtual machine can be found in
the default group or organization member of the corresponding organization. The
network of the virtual machine should be configured manually.
2. Select the organization and organization member (can be null] to be allocated;
click OK;



Assign Virtual machines X

Select organization:  CT| Blake v

Select users: <Nones v

“

v
: Do not allocate the virtual machine across availability zone.

3.2.3.6 Deallocation of Virtual Machine

[Function Description]
This function is applicable to the de-allocation of virtual machine.

[Operating Steps]

1. Log in to the home page of aCMP platform, select [Resources] - [Virtual
Machine] ; select the organization or organization member of the virtual
machine to be de-allocated;

Resources Reliability Center Operations Center Monitoring System

R iz Get Started Awvailability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images




=]

o)

Virtual Machines(78)
=) DC zone (HCI)(30)

‘ <t corp(0)

‘ | DC (CTIY19)
P B Default Group(11)

. © DR zone (HC22)

Jlanjie corp(0)

DR(demo){0)

. [} Default Group(22)

Labs(1)

m

O

O

O

O
CTI_Blake(0) 0O
O

O

O

. [l Labs Server Zone(0) (]
m

1) The virtual machine allocated with no

Status

Alarm

Alarm

Alarm

Alarm

© Powere.

© Powere.

© Powere.

© Powere..

© Powere..

© Powera

Name P

Linunx

BBC2

BBC2.5_LStest

Linux_test

Demo_WANO_SD

148_user

146_user 146.0.0.10
Demo_WANO_SD

149 _user 149.0.0.10

Demo WANO SD

cannot be de-allocated.

2] Select the

allocate] ;
Status $ Name

© Powere... 148 user

@8 O Refresh © New B PowerOn B Shut Down New Group  ++

Group
Default Group
Default Group
Default Group
Default Group
Default Group
Default Group
Default Group
Default Group
Default Group

Default Group

More:

VM Type

aCloud

aCloud

aCloud

aCloud

aCloud

aCloud

aCloud

aCloud

aCloud

aCloud

CPU Usage

1%

3%

Memory Usage

—100%
— 58%
— 85%
- 26%
—100%
- 36%
— 47%
—100%
— 47%

—100%

Name

Q| Advanced v

Storage Usage

12%

2%

2%

Operation 73

organization or organization member

virtual machine to be de-allocated; click [More] > [De-

Group

aCMP test/Default.

VM Type

aCloud

1-1 of 1

CPU Usage

0%

Memory Usage

Naie

36% —

Storage Usage

\4 | AUVANTEU ¥

51%
Suspend
Reset

Power Off

Snapshots

Migrate

D Backups

Backup

% Allocate

Deallocate

Operation

More

2 In case of a virtual machine owned by an organization member, the virtual
machine may be de-allocated to the organization or cloud management
platform, or can only de-allocated to cloud management platform;



Revoke Virtual Machine X

Revoked To- (@ aCMP Organization

N B

3. You can see the progress of de-allocation in the task bar.

3.3 Reliability Center
3.3.1 Holistic View

[Function Description]

This function provides visualized and minimal operation and maintenance mode.
One-click acquisition of reliable resources and services is available. The
administrator can obtain the overall operation conditions of the platform through this
interface and can quickly find out the specific problem.

[Operating Steps]
1. Log in to the home page of aCMP platform, select [Reliability Center] -

[Holistic View] to enter Holistic View page;

Resources Reliability Center Operations Center Monitoring System

Holistic View Scheduled Backup/CDP Overload Check Hardware Health Check
Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

MNode Reservation aCMP Failover




Reliability Center

Scheduled Backup

Schedued Backip

VM Fallover

Node Reservation

Data Reconstruction

Data Replcation

g

[ Network Check
Ll oy,

Data Roconstruction

1. Grey means that this function is unavailable or that services have not been

configured; yellow means that abnormal services are detected; green means that

services have been configured

2. Different sites are displayed on the left side; click any service that you want to
view in the main interface to view the corresponding detailed status;

Host Configuration Check

aCMP High Availa

a

HA
Distributed Resou

B
8

Resource Reserv.

Data Reconstruction

~
&y Data Replicas
g L
| orm

2. Click Details tab to enter the page.



High Availability > Host Configuration Check

Availability Zones

Host Configuration Check

one (HCI)
It checks and vty of interfaces, business interfaces, overlay network interfaces and storage network Last Check Time 2018-10-10 19:32:42

o DR zone (HCI) interfaces of nodes

Labs

Management Interface Overlay Network Interface Storage Network Interface

Node Name NIC MTU configuration check ~ Subnet Mask Consistency IP Address Conflict Check Interface Multiplexing Interface Redundancy
§7 192.200.19.18:eth0 @ 1500 @ 2552552550 @ Normal @ Normal A\ Not configursd
5 192.200.19.19:eth1 @ 1500 @ 2552552550 @ Normal @ Normal A Not configured

I Entities Description >>

I Solutions >>

On this page:

Clicking [Check Now| can detect again to eliminate false alarm; the following

interface will appear after clicking it:

Confirm X

To not affect cluster performance, we recommend cluster
health check be performed when the running business system
is not busy.

Are you sure that you want to perform health check now?

Click OK to check; and the detection results will be given again:

Host Configuration Check

Checking...
It checks redundancy and connectivity of management interfaces, business interfaces, overlay network interfaces and storage network Last Check Time 2018-10-10 19:34:43
interfaces of nodes
Management Interface Overlay Network Interface Storage Network Interface
Node Name NIC MTU configuration check Subnet Mask Consistency IP Address Conflict Check Interface Multiplexing Interface Redundancy

[Entities Description] can view the decision rule of each detection item; see the
following figure:



I Entities Description >>

MTU
Check whether MTU of management interfaces on all nodes are the same.
MTU of management interfaces should be identical.: 0

MNetmask Consistency
Check whether netmask of the managament interfaces of all the nodes are the same.
Netmasks are inconsistent:

Che.-;I; \'\-'Hétl;ér IP address of the Management interface conflicts with any interface or device.
IP address conflict exists: €9

Reuse of Management Interface
Check whether management interface uses the same interface with edge or overlay network interface.
Management interface is reused: ]

Aggregate Interface
Check whether management interface is an aggregate interface.
It is not an aggregate interface:

[Solutions] provides reference solutions for current abnormality; see the following
figure:

I Solutions >>

If MTU of management interfaces are not the same, it may make clustered node unable to communicate with each other and perform operations like backup, etc. Please configure the same MTU for
management interfaces of all hosts

Netmask Consistency

If netmasks of management interfaces are not the same, it may make clustered nodes unable to communicate with each cther and perform operations like backup, etc. Please configure the same netmask for
management interfaces of all hosts

nterface address conflicts with any interface or device, it may cause network error. Please configure another IP address for the management interface
Reuse of Management Interface
Please set another interface as management interface and make sure that it does not use the same interface with overlay network interface or edge

Aggregate Interface
If the interface is not an aggregate interface, single point of failure may occur, which will affect business continuity.

3.3.2  Business Reliability

3.3.2.1 Configuration Backup and CDP

[Function Description]

This function provides local backup and CDP service for the virtual machine and
provides grade protection for service by distinguishing different service grades.
Local backup can periodically back up the data; and CDP can provide real-time data
protection.

[Operating Steps]

1. Log in to the home page of aCMP platform, select [Reliability Center] = [
Scheduled Backup/CDPJ] to enter backup and CDP configuration interface as
shown in the following figure:



Resources Operations Center Monitonng System

Holistic View Scheduled Backup/CDP Overload Check Hardware Health Check
Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

admin
% Sangfor aCMP Home Resources Operations Center ~ Monitoring System \?_'Q] (D“ 9 Super Admin

High Availability > Scheduled Backup Policy | 5 heduled Backup Policy CDP Palicy Backup Repositaries

© Add New Policy

Availability Zones O Policy Name Description Backed-up VMs. Availability Zone Backup Repository Periodic Status Operation

e DC zone (HCI)
DR zone (HCI)

Labs

2. Configure the matching backup policy and CDP backup policy on the configuration
page as required.

L

%

: The method to configure detailed backup policy and CDP policy is the same as
the configuration method on aCloud. For specific configuration, please refer to the
corresponding version of aCloud user manual.

3.3.2.2 HA Fault Migration

[Function Description]

This function provides high availability services for the virtual machine. When a host
in the cluster fails, the virtual machine running on the fault host may automatically
and quickly choose other appropriate host via fault migration to ensure the high
availability of the virtual machine.

[Prerequisites]
HA function should be checked for relevant virtual machine.



[Operating Steps]
1. Log in to the home page of aCMP platform, select [Reliability Center] > [VM
Failover] to enter the Fault Migration (HA) page;

ELLTLY
i‘ Sangfor aCMP Resources Reliability Center Operations Center Monitoring System \g] @59 B

© AR AT () Holisic View  Scheduled Backup/CDP  Overload Check Hardware Health Check Os

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

M
=" + Top 5 Nodes by Md

192.168.1.37

192.168.1.36

Reliability Center > VM Failover

Availability Zone

The moment node hardware, storage or network fails, virtual machines are recovered seamlessly into another node to ensure service continuity.
» DC zone (HCI)

Manitoring Sensitivity - | Hign v

Labs

If node fails for 30 seconds , power off virtual machines and recover onte another clustered node.

F——— Neary Ede g
° ° ©

DR(demo)

o < (<}
o o o
(J - (<}
4 e ] O
o L o O
o L ©

@ Failed @ Normal

L

v
: Different fault detection sensitivity may be selected. This setting is for the
entire cluster.

3.3.2.3 Resource Scheduling

[Function Description]

When this function is enabled, the system realizes the intelligent scheduling of the
running position of the virtual machine according to the resource load of each host
to ensure the continuous and stable operation of the business.

[Operating Steps]



1. Log in to the home page of aCMP platform, select

[Reliability Center] = T

Resource Scheduling] to enter the Resource Scheduling page; see the following

figure:

g Sangfor aCMP

Resources Reliability Center Operations Center

+ Availability Zones (AZ) Holistic View

Scheduled Backup/CDP
Disaster Recovery

VM Failover

Resource Scheduling

Node Reservation

Monitoring System

Overload Check Hardware Health Check
Network Check
Data Replication

Data Reconstruction

aCMP Failover

Reliability Center > Resource Scheduling

FeEnnhy; ZEne [1Enable dynamic resource scheduling

Tum on this feature, so that
« DC zone (HCI) -

Auto (virtual rm

Allocation
Labs

Manual (migration recommendations will be given and need to be applied manually

DR{dema)
Resource: CPU Memory CPU or Memory
Trigger Host CPU usage > 80 %
Host memory usage > | g0 %
Sensitivity Level ser e (re sage 0 mi
Specify VM Settings mation le rir al virtual mach ines

[Availability Zones] You may select the resource scheduling policy for the effective
area to be configured
On this page:
Scheduling mode—automatic: the system will implement automatic scheduling
according to the resource load of the cluster and the rules.
Scheduling mode—manual: the system will give scheduling suggestion according to
resource load. Users need to execute the scheduling suggestion manually.
Resource: the variable that triggers scheduling execution or gives scheduling
suggestion can only be set as CPU, memory, or either.
Trigger: the triggering condition that triggers scheduling execution or gives
scheduling suggestion
Sensitivity Level: in corresponding mode, if the system detects that the measure factor
reaches the threshold and lasts for a certain time, it will schedule cluster resource.



2. Click Settings to configure corresponding scheduling mode for specific virtual
machine;

b deres Turn on Dynamic Resource Scheduling
Tum on dynamic resource scheduling, and virtual machines can be migrated to another node when running low on resources, to guarantee business stability and
DC zone (HCI) ! 9 g T 9 g
Allocation @ Auto (virtual machines are automatically migrated to another node
s DR zone (HCI)
(O Manual (migration recommendations will be given and need to be applied manually
Labs
Resource: (JcPU (O)Memory (@) CPU or Memory
Trigger - Host CPU usage > | 80 %
Host memory usage = 80 £
Sensitivity Level : Conservative (recommended) “ (migration be triggered if CPU and/or memory usag

_ Settings %\:ec:, allocation for individual virtual machines{Manual/Automatic/Disabled))

3. Meanwhile, batch configuration of virtual machine is also available. Click ;
select virtual machine and scheduling mode, then click @;

Specify VM Resource Scheduling Configuration X

© New W Delete [# Edit

f

(= Virtual Machines O 146_user Auto v

[] VM Name Allocation

DR zone (HCI)

[ 22 CTI_Blake

B Default Group

sangfortest

=] s DR(demo)

Add Virtual Machine X
Available Selected (0)
B D Group Q Name Q B Delete Al
[ §= Virtual Machines [0  VMMName VM Name Operation
= O IR =il [] Demo WANO_SDW_20.150
[} 2% CTI_Blake
; [0 148_user
Default Group
- ® sangfortsst [] Demo_ WANO_SDW_20.145
=k DR(demo) 0 Linunx
aCMP No data available
[] 149 _user
Default Group
Bl 2 aCMP test 1 BBC2.5_F =& M_20180624
Default Group O 144_user
[=]- 2% jianjie corp
- [0 147 _user

Default Group

]

n Ca"CEI



VM Name Allocation

146 _user Auto w
Auto
Manual

Disabled

4. Similarly, the current configuration may be modified or deleted.

Specify VM Resource Scheduling Configuration X
© New @ Delete [# Edit Name Q
5 I Group Qf 0 VMName Allocation
= Virtual Machines O 146 user Auto '
E] DR zone (HCI)
[ 149 user Manual v
Bl 25 CTI_Blake
P B9 Defauk Group [0 147_user Manual A4
sangfortest [] 144 _user Manual v
= DR(d
i@ DR(demo} [] 148 user Manual v

L gm acMP
B Default Group

aCMP test

B Default Group

jianjie corp

I Default Group

Notes: The virtual machines outside this list use the automatic allocation n

3.3.2.4 Resource Reservation

[Function Description]

When this function is enabled, resource reservation refers to the reservation of
some resource space on partial hosts. This part of resource will not be used by the
system or other virtual machine. In case of the failure of a host or disaster recovery
switch, the cloud virtual machine may be immediately recovered with the reserved
host resource to reduce the risk of the failure of the recovery from business failure
due to lack of resources.

[Operating Steps]
1. Log in to the home page of aCMP platform, select [Reliability Center] = [
Node Reservation] to enter Resource Reservation Configuration;



g Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System

© GUETEIET I 2O, Holistic View  Scheduled Backup/CDP  Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Memory

High Availability > Resource Reservation

£ Refresh @ Add Resource Reservation

Availability Zones .
Resource Reservation

DC zone (HCI)

Resource reservation enables adminisirator fo reserve resourcss exclusively for VM recovery in case other node fails or doss not have Total Nodes Reserved Resources: 1
« DR zone (HCI) sufficient resources, rather than being used by system or other virtual machines, fo reduce the risk of business recovery faiiure
Labs [ Stawus Node Name: Memory Size Reserved Memory Size  Operation
[0 B PoweredOn 192.200.19.19 256 GB 16GB Edit Delete

2. The current reservation conditions can be seen on the main page; click
Resource Reservation| to enter Host Resource Reservation Configuration page;

High Availability > Resource Reservation

© Refresh () Add Resource Reservation

Availability Zones .
Resource Reservation

DG zone (HCI)

Resource reservation enables administrator to reserve resources exclusively for VM recovery in case other node fails or does not have Total Nodes Reserved Resources: 1
o DR zone (HCI) sufficient resources, rather than being used by system or other virtual machines, to reduce the risk of business recovery failure.
Labs Status Node Name Mamory Size Reserved Memory Size  Operation
- Powered On 192200.19.19 256 GB 16 GB Edit Delete

/

3. Configure “Availability Zones”
Size” and other parameters; click [0

“Node Reserved Resource”, “Reserved Memory




Add Resource Reservation X

() Specify a node and reserve certain amount of its memory resource for VM recovery
n case another node fails or runs low on memory.
Availability Zone: DR zone (HCI) LY
Mode Reserved Resource: 192 200 19 12 v
Memory Size 256 GB
Reserved Memory Size: 45 GB

4. The reservation items just added can be seen on the interface and can be
edited or deleted.

& Refresh @ Add Resource Reservation

Availability Zones .
Resource Reservation

DC zone (HCI)
Resource reservation enables administrator to reserve resources exclusively for VM recovery in case other node fails or does not have Total Nodes Reserved Resources: 2

o DR zone (HCI) sufficient resources, rather than being used by system or other virtual machines, to reduce the risk of business recovery failure.

Labs O staws Node Name Memory Size Reserved Memory Size  Operation

[ &3 PoweredOn 192.200.19.19 256 GB 16 GB Edit [elete
] &% PoweredOn 192.200.19.18 256 GB 16 GB Edit [Delete

3.3.3 Disaster Recovery Plan

Disaster recovery service provides users with complete virtual machine-level
disaster recovery program, including disaster recovery plan, recovery to secondary
site, incremental return to the primary site, visual operation and maintenance and
other characteristics. The program can help uses to quickly grasp and obtain the
capability of remote disaster recovery, making disaster recovery no longer a “high-
end” proprietary service.

3.3.3.1 Configuration of DR plan

[Function Description]
The disaster recovery plan of SANGFOR is a “local backup-remote disaster
recovery” program. A storage is configured as the primary site as the destination



storage for local backup. aCloud cluster is configured on the secondary site as a
disaster recovery center.

[Prerequisites]
Prepare SANGFOR aCMP management resources and plan corresponding primary
and secondary sites for disaster recovery

[Operating Steps]
1. Log in to the home page of aCMP platform, select [Reliability Center] = [
Disaster Recovery] to enter Disaster Recovery management interface;

Home Resources Operations Center  Monitoring System

Holistic View Scheduled Backup/CDP Overload Check Hardware Health Check
Disaster Recovery Network Check
VM Failover Data Replication

Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

1
© Overload Check

2. Select [Sites] and click |Add Site|;

2 Refrest @ Add Site| = Link Management

Status Site Name Resource Description

© Normal DC zone (HCI) aCloud
© Normal Labs aCloud
© Normal Er zone VMware

As shown in the following figure, select the availability zones to be added with
disaster recovery service; click @ If you do not see the target availability zones, you
may click Add Availability Zones to enter the Add Availability Zones interface to add
availability zones. For specific operating steps, please refer to Section 2.8 of Chapter
2. You can see the availability zones that have been successfully added. The
corresponding availability zones can be removed;



Add Site X

() Please configure the same NTP server for primary and secondary sites, otherwise, RPO accuracy will be affected

Please select from following availability zone that you want to add into disaster recovery: 1 availability zone(s) selected

23 Refresh € Add Availability Zone

Name Resource Description

Labs aCloud -

Disaster Recovery Status | Backups on Primary Site || Backups on Secondary Site | Disaster Recovery Plan @ Configuration Guide

C Refresh @ Add Site = Link Management

Status Site Name Resource Description Operation ‘
© Normal DG zone (HCI) aCloud Delete
© Normal DR zone (HCI) aCloud Delete
© Normal  Labs aCloud Delete
© Normal vCenter zone VMware Delete

3.  Select [Sites] , click Link Management for the deployment and configuration
of the links among sites.

Y _
Disaster Recovery Status Backups on Primary Site Backups on Secondary Site Disaster Recovery Plan Sites

C Refresh @ Add Site [= Link Management

Status Site Name Resource Descriptit
© Normal DC zone (HCI) aCloud

© Normal DR zone (HCI) aCloud

© Normal Labs aCloud

© Normal vCenter zone VMware

The following configuration interface will appear after clicking Link Management;



click New Link can add new DR links.

High Availability > Disaster Recovery > Sites > Link

o

& Refresh) @ Newlink | @ Delete

Configure a link to have primary and secondary sites connected and to enable communication between them.

[]  Link Connaction Interface Status Transfer Rate

Operation
[]  DC zone (HCI) <-> DR zone (HCI) @ Normal No fimit Edit Test Connectivity
The configuration of Layer 2 Link is as follows:
New Link X
Connacted Sites: DC zone (HCI) w| <> |labs ~
Transfer Rate (@ No limit (O Maximum Mbps
DR IP Settings: (@) Layer 2 Link (O Layer 3 Link
& DC zone (HCI) & Labs
Interface eth2 ) Interface eth0 v
Site IP 192.168.1.35 Site IP 192.168.19.174
L2 Switch L2 Switch Address: N Address: B
Netmask: 255.255.255.0 Netmask 255.255.255.0
Listening Port: 443 Listening Port: 443
Advanced Advanced

Site Site

<

- Cance'

The configuration of Layer 3 Link is as follows:



New Link

Connected Sites DR zone (HCI) W <> | labs v
Transfer Rate: (@ Mo limit (O Maximum Mbps
DR IP Settings (O Layer 2 Link (@ Layer 3 Link

4 DR zone (HCI)

Interface ethl
6 Site IP 192.200.19.20
Router . LUV LY
Router Router Adtless:
Netmask 255.255.255.0
6 6 Listening Port: 443
L2 Switch L2 Switch

Enable route (7)

Next-Hop IP: | 192 200.19.1

‘ ‘ [CINAT-applied scenario ()

Site Site
Mapped Peer
Adgress.

& Labs
Interface etho A
Site IP 92.168.19.17
SielP 192.168.19.174
Netmask: 255.255.255.0

Listening Port: 443

Enable route (1)

Next-Hop IP: | 192 168.19.1

[ NAT-applied scenario (i)

Mapped Peer
Adg

ress: -

“ Cance'

Link compression function: since the speed of transmission process will directly
affect RTO, in order to improve transmission efficiency, we can turn on the link
compression function to compress the data transmitted. The configuration is as

shown in the following figure

New Link
W e svns g

Interface: eth1

Site IP 192 200.19.20
Address -
Netmask: 255.255.255.0
Listening Port: 443

L2 Switch L2 Switch

Enable route (i)

Next-Hop IP: | 192 200.19.1

[C]NAT-applied scenario (1)

Site Site Magped Peer
Address

Port:

Advanced

- suws

Interface: etho hd
Site IP 192.168.19.174
Address: B

Netmask: 255.255.255.0

Listening Port: 443

Enable route (i)

Next-Hop IP: | 192 168.19.1

[“]MAT-applied scenario (i)
Mapped Peer
Adgress:

Port

Advanced

affect performance)

Data Transmission: Encrypted Transmission (Pack and encrypt backups on primary site before being transferred to secondary site to ensure file security, but this will

-

n Cﬂnce'




4. Select [Disaster Recovery Plan] and click [Create DR Plan;

O Refresh | @ Create DRPlan 1B Start Name Q

[J Name Primary Site Secondary Site Protected VMs  Disaster Reco Remote Back. Local Backup Local Backup Status Next Occurrence Operation |

S. Enter “Configure Data Synchronization Mode” page, fill in the corresponding
parameter, then click |Submit\ and |Next\. After the creation of disaster recovery plan,
click \Configure Network of Secondary Site\;

Create Disaster Recovery Plan x

o Specify Local and Remote Backup o Configure Network of Secondary Site

Plan Name:

T

Primary Site: v
- — Secondary Site v
ey i
Virtual Machine Virtual Machine Protected VM (s): E
| Remote Disaster Recovery (1) Notes
RPO: 1 hour v
‘m Remote Backup Repository: ~
Recover Recover to Secondary Site . )
Total: 0 B Free: 0 B First Backup Size: 0 B
Data Transmission [[] Compress backups (1)
Migrate Back to Primary Site
| Local Backup
Backup Periodic: CDP (Seconds) v
- -
= =
= = Local Backuo Repositorv -l ~

SaEndes

[Plan Name] to name the disaster recovery plan

[ Primary Site] to configure the primary site which refers to the aCloud nodes for
daily business operations.

[Secondary Site] to configure disaster recovery phases which refer to the nodes
that need to be switched to after the failure of the primary node and are usually
remote.

[ Protected VM] to configure the virtual machine that needs to execute DR plan

[ Remote Backup Repository] to configure the location where DR data are stored.

[RPO] the full name of RPO is Recovery Point Objective (RPP) where second,
minute, hour and day-level recovery configurations are provided.

[Data Transmission] to configuration whether to enable the compression of
disaster recovery data. Note that if the compression is enabled, it will increase CPU
consumption on the host, which is not recommended in the case of insufficient CPU
resources on the hardware.

Click to conduct detailed configuration of remote backup and local
backup parameters. See the following figure:



Settings X

Remote Disaster Recovery Local Backup

RPO: 30 minutes v

Recovery Point File ; v

Retention Period: one week

Remote Backup DataStore o
Repository:

Data Transmission: [] Compress backups

Compress backup files before transmission, to improve transmission efficiency and
reduce bandwidth consumption, but this will consume more CPU resources.

The following configuration interface will appear after clicking Next:

Create Disaster Recovery Plan X

O Specify Local and Remote Backup o Configure Network of Secondary Site

Creating, please wait.._(19%)

Notes:
» Placeholder VM (s) will be created at secondary site after disaster recovery plan is created. This
process may take a while. You may go to Tasks to view the progress of this task after hiding
task progress.

= Configure topology for secondary site upon creation completion to ensure that the recovered

Configure Network of Secondary Site Hide Progress

Wait for successful creation. Click Configure Network of Secondary Site. See the
following figure:

VM can run properly on secondary site.




Create DR Plan X

Q Specify Local and Remote Backup o Add Secondary Site

° Scheduled DR task is created. Please add secondary site to network topology.

Motes:
+ Please wait for the creation of scheduled task and placeholder VM{s) to complete. You may
close this dialog and check the progress in All Tasks later.
« Add Secondary Site upon creation completion to ensure that the recoverad VM can run properly

on secondary site.

Add Secondary Site

The following configuration interface be displayed after clicking:

Topology Distributed Firewall

IS Exit 2 Refresh 4 TestConnectivity B Recycle Bin

« Primary Site: DR(demo, - . _ r two
ry ( ) DC zone Hely v (I S \ I : ] Object name Q r

& Edges
&P Switches
& Routers
& rocs

éNGAFApphanc

& |AM Appliances

: dgmSSLVPN

[l Monitor Center:
P v

@ Flacsholder v

© Running

e & €& ¢

- & % %
-
€

© Stopped

i Alarms

Ha Not Applied

® Applying

Select the corresponding DR virtual machine, then conduct topology editing in the
corresponding disaster recovery area. See the following figure:



Topology Organization Subnets Distributed Firewall

| L = £ Refresh 4 Test Connectivity B Recycle Bin

’ i ~ o1 Please enter device name Q I
o B = Virual Machines @ oo ‘j ,
E DC zone (HCI) : N i S
Placeholder VM DC (CT) g A o @

Default Group S
RN € near
@ i+ Blake DR Test Share P

Monitoring

=

%
; the physical disk, virtual shared disk, external USB device and external
optical drive added for the virtual machine do not support disaster recovery.

%
: please synchronize the system time of the primary site, the secondary site
and aCMP to keep it consistent.

6. So far, the configuration of disaster recovery plan has been completed, select [
Operation Center] - [Remote Disaster Recovery] , click [Disaster Recovery
Plan] ; Then you can see all disaster recovery plans; check the disaster recovery
plan to be configured; click |Execute DR Plan NoM. You can also edit, configure

network and delete existing disaster recovery plans.

Disaster Recovery Status Backups on Primary Site Backups on Secondary Site Disaster Recovery Plan
———————

i Refresh @ Create Disaster Recovery Plan | [B Execute DR Plan Now DRplanname Q
IO} DR Plan Name Primary Site Secondary Site Protected VMs ~ Remote Disas. Remote Back. Local Backup Local Backup Status, Next DR Plan Execution Ti Operation

[} DCto DR DC zone (HCI) DR zone (HCI) 1 RPO: 30 minut VirtualDatasto Continuous D DataStore \/ 2018-10-11 16:30:00 Edit Configure Network Delete
Blake DR zone (HCI) DC zone (HCI) 1 RPO: 30 minut...  DataStore Continuous D.. VirtualDatasto... v 2018-10-11 16:30.00 Edit Configure Network Delete

3.3.3.2 Local File Retrieval

[Function Description]

The disaster recovery program of SANGFOR is a “local backup - remote disaster
recovery” program. After configuring disaster recovery plan (CDP) for the
corresponding virtual machine, if some files are deleted by mistake, such files may
be recovered by local file retrieval.



[Prerequisites]
The corresponding virtual machine has been added to the disaster recovery plan and
configured with second-level disaster recovery.

[Operating Steps]

1. Log in to the home page of aCMP platform, select [Reliability Center] = T
Disaster Recovery] = [Backups on Primary Site] to view all primary site
backup data;

Resources Reliability Center  Operations Center Monitoring System

(VTR ZEVES (2] Holistic View  Scheduled Backup/CDP  Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Status I ERILEN N EWES Gl Backups on Secondary Site Disaster Recovery Plan @ Coniiguration Guide

View By DR Task O Refresh 9 Recover

T (B Search task 0 VYMName Backups Total Size Latest Backup Repository Last Backup Time Availability Zone DR Task

=] All aCloud Virtual Machines Blake_DR_Test_Sh. 63 4763 GB VirtualDatastore1 2018-10-15 16:21:12 CISF Server D

DR(demo)
DC zone (HCI)

£} © DR(demo)
L. CISF Server DR Test

Labs.

2. Click the virtual machine that needs to retrieve a file to enter the Details
interface, select [Backups] ;

PPNRPRMIRME | ... on Secondary Site || Disaster Recovery Plan

View By DR Task & Refresh D Recover

5 E Search task VM Name Backups Total Size Latest Backup Repository Last Backup Time Availability Zone DR Task

=] All aCloud Virtual Machines Blake DR Test_Sh 63 4763GB VirtualDatastore1 2018-10-15 16:21:12 DR(demo) CISF Server D

DC zone (HCI) Blake_DR_Test_Share Flle Server

- © DR(demo)

...} CISF Server DR Test

Labs



Virtual Machine > Blake DR Test Share Flle Server

Refresh

Disaster Recovery Plan

CIs

Server D...

Automatic Bacl

Status:

Logs Retentio...

Max 10 A

Powered On
: 24 hour(s)

- 800 GB

10 Activity Log... - [N

Disaster Recovery Acrc

RPO:

30 minutes

Scan New 10 Activity Logs

Backup

Summary

83 Setlings

Snapshots

Backups

Enabled

Time Range: | Last 2 hour ™ || 2018-10-15 15 2 00 5 to 2018-10-15 17 200 5 » Backup (/] 10 Activities
+* L d
10-1515:05 10-1515:19 10-1515:33 10-15 15:47 10-1516:01 10-1516:15 10-15 )

= Expand All " Collapse Al [7] Delete

O Time Type Used Space Datastore Description Backup Lock Operation

O » 2018-10-1516:18:43 Backup 128 MB VirtualDatastore 1 - =z Not ena Browse Files Recover Clone

[ b 2018-10-1515:12:59 Backup 128 MB VirtualDatastore 1 - [z Not ena Browse Files Recover Clone

[0 » 2018-10-15 140955 Backup 128 MB VirtualDatastore 1 - =z Not ena Browse Files Recover Clone

3. Click the , Click the @ in the pop-up window, and download the

= Expand All "= Collapse All

O
[

Ooo0ooogo

]

recovery;

Time

[» 2018-10-1516:18:43

[» 2018-10-15 15:12:59

[» 2018-10-15 14:09:55
[» 2018-10-1513:07:06
[» 2018-10-1512:03:51

[» 2018-10-1511:01:05

Delete
Type
Backup
Backup
Backup
Backup
Backup

Backup

Used Space

128 MB

128 MB

126 MB

128 MB

128 MB

126 MB

Datastore

VirtualDatastore1

VirtualDatastore1

VirtualDatastore 1

VirtualDatastore1

VirtualDatastore1

VirtualDatastore 1

Description

FEERGER

Backup Lock

Not ena.

Not ena....

Not ena._.

Notena.

Notena....

Not ena._.

Operation

Browse Files Recover

Br Files| Recover

Browse Files Recover

Browse Files Recover

Browse Files Recover

Browse Files Recover

corresponding file in the corresponding directory structure for the purpose of

Clane

Clone

Clone

Clone

Clone

Clone




Message X

Are you sure that you want to view file directory
of this virtual machine?

To ensure data security of guest operating system, file

browsing activities will be logged to Tasks.

If you want to perform power-on or migration operation when
file is being browsed, close the Browse Files window to not
affect COP service.

Browse Files x
= All(2y File Name Last Modified Type Size
1_%| Partition (1) (2) T

[—j Boot(24)
. . bootmgr exe mui 2009-07-14 09:17:51 MUI file 69.1 KB
cs-CZ
E da-DK
de-DE
el-GR
E en-US
es-ES
fi-Fl
E Fonts
fr-FR
hu-HU
E it-IT
ja-JP

3.3.3.3 Data Recovery on Primary Site

[Function Description]

If an abnormality occurs in a virtual machine or a plurality of virtual machines at the
primary site, you may choose to restore the virtual machine backups or CDP data
directly at the primary site, which reduces the recovery time and the risk of business
outage window.



[Prerequisites]

The corresponding virtual machine has been added to the disaster recovery plan and
has generated complete backup data.

[Operating Steps]

1. Log in to the home page of the aCMP platform and select the [Operations
Center] = [Disaster Recovery] - [Backups on Primary Site] to view all
disaster recovery hosts;

Resources Reliability Center Operations Center Monitoring System

O AT VTS ) Holistic View  Scheduled Backup/CDP  Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

G A Notsecure | REpsy/192.168.19.1/2:4430/M=/M0G-DUSINEss-TeliabIe/ Isaster-[eCovery/INdes fdisaster-recovery=main

admin
'::.i. SangforaCMP Home Resources Operations Center Monitoring System \g] @zx e Super A

View By DR Task v & Refresh D Recover

I Search task Q Backups Total Size Latest Backup Repository Last Backup Time Availability Zone DR Task

3 = AllaCloud Virtual Machines Blake_DR_Test_Sh. 64 47.75GB VirtualDatastore 2018-10-15 18:24:16 DR(demo) CISF Server D

DC zone (HCI)

[ © DR(demo)
L. CISF Server DR Test

Labs

2.  Click the , select the recovery method and destination location, and

click the [OK|



Recover VM X

o Choose Method o Destination Location

Recovery Method:

(@) Create New Virtual Machine (recommended)

1. A new virtual machine will be recovered from this backup, while the existing one will not be affected.

2 Upon completion of VM recovery and data verification. you may manually make the new virtual machine run business services.
3. You need to connect the VM to the network manually to aveid the IP address conflict. Connect the new virtual machine to the network manually to
avoid IP address conflict, re-authorize the virtual machine if guest OS or software authorization is bound with hardware ID as the new virtual

machine has a different hardware ID.

() Overwrite Fxisting Virtual Machine

1. The original virtual machine will be powered off and be deleted. Contact Sangfor technical support to recover the virtual machine within 30 days or
else the virtual machine will be automatically cleaned up

2. VM hardware configuration keeps unchanged. Therefore, guest OS or software does not need to be reauthorized

3. Network of recoverad virtual machine is unchanged.

4. Recover virtual machine from backup and snapshot of the virtual machine will lest after recovery

Recover VM X
0 Choose Method o Destination Location
VM Name Recover to Backup New VM Name Recover to Group Destination Data... Recovertothe C... Operation
Elake DR_T... 2018-10-1516:16:43 lz‘ Elake DR _Test ... Default group VirtualDatastore1 <Auto= Select Desti...

)



Destination Location:

Blake_DR_Test_Share Flle Server_(2018-10-15_16-18-43)

Group:

Storage:

DR(demo)/Default Group

Good Pe__.

Run on Mode:

Datastore:

=]

<AlUto=

VirtualDatastore

Restore Defaults (7

3.  You can see that the virtual machine recovery is being executed in Tasks;

Tasks
All Disaster Recovery

Status Action Object
; 55%' Create VM from ... Blake_DR_Test_...
1 5% Create CDP bac Blake_DR_Test_...
V] Completed Auto-cleanup |... Blake DR Test ...
@ Completed Create COP bac Blake_DR_Test
@ Completed Auto-cleanup |... Elake_DR_Test_...
@ Completed Auto-cleanup |... Blake DR_Test ...
Moo Denuina Cilan Dlalin MR Tans

Start Time

2018-10-15 18:35:28

2018-10-15 18:34:23

2018-10-15 18:25:24

2018-10-15 18:25:12

2018-10-15 18:24:26

2018-10-15 18:24:07

ANAD AN AL 40.40.1F

End Time

2018-10-15 18:25:35

2018-10-15 18:25:23

2018-10-15 18:24:43

2018-10-15 18:24:25

ANA0 4N AL 40.40-74

Admin

admin (192.168.19.206)

Sangfor Cloud Manag...

Sangfor Cloud Manag...

Sangfor Cloud Manag

Sangfor Cloud Manag...

Sangfor Cloud Manag...

deain (107 460 40 0L

3.3.3.4 Planned Data Recovery to Secondary Site

[Function Description]
If an abnormality occurs in a virtual machine or a plurality of virtual machines at the
primary site, or a planned recovery is needed for the disaster recovery data of a
secondary site due to the need for disaster recovery drills, you may choose the

function of planned data recovery to the secondary sites.

[Prerequisites]

Operation
View Cancel
View Cancel

The corresponding virtual machine has been added to the disaster recovery plan and
has generated complete backup data.



[Operating Steps]

1. Log in to the home page of the aCMP platform and select the [Operations
Center] = [Disaster Recovery] - [Backups on Secondary Site] to view the
disaster recovery data at the secondary site, as shown in the figure below:

Resources Reliability Center Operations Center Monitoning System

SR ZETEE () Holistic View Scheduled Backup/CDP Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

View By DR Task v L Refresh ) Recover Migrate to Primary Site

© [ Search task Ol O Protected Unsynced Data Size (@ Backups Total Size Last Backup Priority Seco Run o. Next Occurrence
[El = AllaCloud Virtual Machines [0 Blake DR_Te 0B 20 4225GB 20181015193 Medium DR DC zon Primary 2018-10-15 20:00:00
-© DC zone (HCI)
=] DR{(demo)
| B CISF Server DR Test
Labs
[E] & AlVMware Virtual Machines

vCenter zone

2. Select the virtual machine to be recovered, click the , select whether to
use reserved resources for cloud virtual machine recover and select the
destination datastore in the pop-up window, click the , and you will need
to enter the user password to confirm this operation;



Recover x

Recovery
Method: . q n "
° Planed Recovery (for online primary site) Recovery after Disaster
The virtual machine at primary site will be shut down immediately and newest The placeholder VM at secondary site will be powered on immediately, and
data be synced to secondary site. Upon data sync completion, the placeholder data have not been synchronized to secondary site will lose. If the virtual
VM at secondary site will be automatically powered on. Business are shortly machine at primary site is online, the recovered VM at secondary site may
interrupted during the recovery. If error occurs during the process, the recovery encounter IP address conflict. Please make sure that VM network configuration
will be canceled. at primary and secondary sites will not cause IP address confiict.
Use reserved resources for VM recovery ( Resource Reservation )
Objecis:
VM Name Destination Site Destination Datastore DR Task
Blake_DR_Test_Share Flle Server DC zone (HCI) DataStore v CISF Server DR Test

Recover Cancel

Alert X

Are you sure that you want to perform recovery?

Enter password (admin) to confirm this operation

444444444444

%

: If you select Planned Recovery, this method will immediately shut down
the virtual machine at the primary site, synchronize the latest data to the secondary
site, and automatically pull the disaster recovery standby at the secondary site after
the data synchronization is completed. Short interruption may happen to business
during this process. Recovery will be canceled if any error occurs.

3. You can see that the virtual machine recovery is being executed in Tasks;



Tasks
All Disaster Recovery @

Status Action Object Start Time End Time Admin

| 30% Shut down virtua Blake_DR_Test 2018-10-1519:53:04 Sangfor Cloud Manag
@ Completed Login admin 2018-10-15 19:43:16 2018-10-15 19:43:16 admin (192.168.159.206)
@ Completed Create COP bac Blake_DR_Test_ 2018-10-15 19-37-51 2018-10-1519:41:02 Sangfor Cloud Manag
@ Completed Auto-clean up |... Blake DR Test . 2018-10-15 19:26:37 2018-10-15 19:26:47 Sangfor Cloud Manag...
(] Completed Create CDP bac... Blake _DR_Test . 2018-10-15 19:26:25 2018-10-1519:26:32 Sangfor Cloud Manag. ..
@ Completed Auto-clean up | Blake_DR_Test_ 2018-10-15 19:25:24 2018-10-15 19:25:42 Sangfor Cloud Manag

3.3.3.5 Recovery to Secondary Site After Disaster

[Function Description]

If a disaster occurs at the primary site and the cluster is unavailable, and all virtual
machines are powered off or unavailable at this time, you may log in to the standby
aCMP cloud management platform through the secondary site to perform the
recovery after disaster. You may choose to recover the virtual machines to the
secondary site.

[Prerequisites]
The corresponding virtual machine has been added to the disaster recovery plan and
has generated complete backup data at the secondary site.

[Operating Steps]
1. Log in to the home page of the aCMP platform and select the [Operations
Center] > [Disaster Recovery] = [Backups on Secondary Site] to view the

disaster recovery data at the secondary site;

Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (AZ)

Scheduled Backup/CDP Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover




View By DR Task v C Refresh || €) Recover B Migrate to Primary Site VM name Q
= I Search task Q Protected Unsynced Data Size (1) Backups Total Size Last Backup Priority Prim. Seco Run o Next Occurrence

=] All aCloud Virtual Machines Blake DR Te_. - 22 425GB 2018-10-1519°5. Medium DR{demo)  DC zon Secondar.

DC zone (HCI)

- © DR(demo)

.. B CISF Server DR Test

Labs

=] All VMware Virtual Machines

2.

vCenter zone

Select the virtual machine to be recovered, click , select the Recovery
after Disaster, select whether to use reserved resources for virtual machine
recovery and select the destination data store and recovery point in the pop-up
window, click , and you will need to enter the user password to confirm
this operation;

3.

Recover x
Recovery
Method . . . q
Planed Recovery (for online primary site) & Recovery after Disaster
The virtual machine at primary site will be shut down immediately and newest The placeholder VM at secondary site will be powered on immediately, and
data be synced to secondary site. Upon data sync completion, the placeholder data have not been synchronized to secondary site will lose. If the virtual
VM at secondary site will be automatically powered on. Business are shortly machine at primary site is online, the recovered VM at secondary site may
interrupted during the recovery. If error occurs during the process, the recovery encounter IP address conflict. Please make sure that VM network configuration
will be canceled at primary and secondary sites will not cause IP address conflict.

D Use reserved resources for VM recovery ( Resource Reservation )

Objects: -
L VM Name Recovery Point @ Destination Site Destination Datastore Unsynced Data DR Task
Blake_DR_Test_Share Flle Ser <Auto> [&]  DCzone (HC) DataStore v 0B CISF Server DR Test
W,

i})

: If you select Recovery after Disaster, this method will immediately pull
the disaster recovery standby at the secondary site, and the data not
synchronized to the standby site will be lost. If the virtual machine at the primary
site is online, the disaster recovery standby pulled at the secondary site may
encounter |P address conflict. Please make sure that the network configurations
at the primary and secondary sites will not cause |IP address conflict.

You can see that the virtual machine recovery is being executed in Tasks;



Tasks X
All Disaster Recovery

Status Action Object Start Time End Time Admin Operation

— 75% Recover VM upo...  Blake _DR_Test ...  2018-10-16 17:37:29 - admin (192.168.19.206) View Cancel

@ Completed Update VM type Blake_DR_Test ...  2018-10-16 17:37:31 20138-10-16 17:37:37 admin {192.168.19.206) View

(V] Completed Recovery after d CISF Server DR 2018-10-16 17:37-29 2018-10-16 17:37:30 admin (192.168.19.206) View

@ Completed Update baseline. Blake DR Test ...  2013-10-16 17:22:56 2018-10-16 17:23:06 admin {192.168.19.206) View

(V] Completed Backup transmis Blake DR_Test_ 2018-10-16 17:22:17 2018-10-16 17:22:56 admin (192.168.19.206) View

@ Completed Start CDP client Blake DR Test ...  2013-10-16 17:21:59 2018-10-16 17:22:17 admin {192.168.19.206) View

3.3.3.6 Migrate to Primary Site

[Function Description]
After the primary site returns to normal, you may choose to migrate the virtual
machines that are recovered to the secondary site to the primary site.

[Prerequisites]
The virtual machine has been recovered to the secondary site and the primary site
has returned to normal before the migration.

[Operating Steps]

1. Log in to the home page of the aCMP platform and select the [Operations
Center] = [Disaster Recovery] = [Backups on Secondary Site] to view the
disaster recovery data at the secondary site;

Home Resources Operations Center Monitoring System

s on Primary Site Backups on Seconda

Holistic View Scheduled Backup/CDP Overoad Check Hardware Health Check

~
< Refresh O Recover Disaster Recovery Network Check

Protected ... VM Failover Data Replication

Blake_DR_Te... ~ Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

2.  Select the virtual machine to be migrated, click |Migrate to Primary Site

, select

the destination datastore for the migration, and click Migrate Now;



Backups on Primary Site | EERUIER R ULELAICH | Disaster Recovery Plan @ Configuration Guide

View By DR Task v £ Refresh O Recover B Migrate to Primary Site VM name Q
® [ Search task Q

=] All aCloud Virtual Machines - - 6 4063 GB 2018-10-1519:5_ Medium DR(demo)  DCzon. Secondar. .

Protected Unsynced Data Size (@ Backups Total Size Last Backup Priority Prim Seco Run o. Next Occurrence

DC zone (HCI)
] © DR(demo)
CISF Server DR Test

Labs

=] All VMware Virtual Machines

vCenter zone

Migrate to Primary Site X
Description: Once migration is performed, the VM at secondary site will be shut down immediately and new VM data be migrated to primary site. Then, the VM at
primary site will be powered on. The process may cause temporary business interruption. If any error occurs during migration, cancel it
VMs to be X X } o
Migrated: VM Name Migrate to Primary Site Destination Datastore DR Task

Blake_DR_Test_Share Flle Server  DR(dema) VirtualDatastore1 ~ CISF Server DR Test

Blake_DR_Test_Share Flle Server

i

3. Enter the password and click OK;

Alert X

Are sure that you want to migrate?

Enter password (admin) to confirm this operation

'I--I-'I-'I-'l-'l-'l-'l-'l--l-'l-.|

Cancel

4.  You can see that the virtual machine migration is being executed in Tasks.



3.3.4

Tasks X
All Disaster Recovery @
Status Action Object Start Time End Time Admin Operation
| 30% Shut down virtua... Blake DR _Test ... 2018-10-16 16:36:11 Sangfor Cloud Manag. .. View Cancel
& Completed Login admin 2018-10-16 16:30:49 2018-10-16 16:30:49 admin (192.168.19.206) View
@ Completed Log out sangfor 2018-10-16 16:30:39 2018-10-16 16:30:39 sangfor (192.168.19.2.. Vier
(] Completed Login sangfor 2018-10-16 16:28:37 2018-10-16 16:28:37 sangfor (192.168.19.2.. View
@ Completed Login admin 2018-10-16 16:24:19 2018-10-16 16:24:19 admin (192.168.19.208) View
@ Completed Log out sangfor 2018-10-16 16:24:09 2018-10-16 16:24:09 sangfor (192.168.19.2.. Vie:
] Completed Login sangfor 2018-10-16 16:22:53 2018-10-16 16:22:53 sangfor (192.168.19.2.. View
@ Completed Login admin 2018-10-16 16:16:02 2018-10-16 16:16:02 admin (192.168.19.206) View

aCMP Reliability

3.3.4.1 Overload Check

[Function Description]

This function checks whether the hardware CPU, memory and storage resource
usage and network port traffic status are overloaded.

[Operating Steps]

1. Log in to the home page of the aCMP platform and select [Reliability Center]
- [Overload Check] to view the CPU, memory and storage resource usage as
well as network port status;

Resources

Reliability Center

Operations Center Monitoring System

lability Zones (AZ)

Holistic View Scheduled Backup/CDP Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

MNode Reservation aCMP Failover




Reliability Center > Overload Check

Availability Zone

Overload Check

e DC e (HCI) Latest Check: 2018-10-12 16:50:55

It checks network throughput and whether CPU, memory and storage usage are overloaded

Labs

Memory Storage Interface

DR(demo)

Node CPU Usage CPU Overcommitment

57192168136 ©476% @ 12500 %

5 192.168.1.37 Q513% ©7500%

Cluster Running vCPU Overcommitment Virtual CPU Overcommitment (All)

fginccmy © 100,00 % 700.00 %

I Entity Description >>

I Solutions >>

2. You may click to get the latest status, click the Entity Description to
view the corresponding detected items and detection thresholds, and click the

Solutions to view the corresponding suggested solutions.

Confirm X

To not affect cluster performance, we recommend cluster
health check be performed when the running business system
is not busy.

Are you sure that you want to perform health check now?

I Entity Description >>

CPU Usage
Check whether host CPU usage is normal
Mare than {including) 90%: A

CPU Overcommitment
Check CPU configuration on each virtual machine
Above 500%: A

I Solutions ==

CPU Usage

I the usage is not normal, troubleshoot the issue as follows:

1. Power off unnecessary virtual machines running on that node if CPU usage of a certain node is too high.

2. Add more nedes into the cluster if CPU usage of all nedes are too high

3. If CPU usage of certain host is too high, migrate some virtual machines to another host with lower CPU usage to relieve workloads of the overloaded host.

CPU Overcommitment

High CPU overcommitment may make available host CPU resource insufficient, even affect business performance

3.3.4.2 Network Check

[Function Description]



This function checks and detects the redundancy and connectivity status of the host
management interface, data communication interface, and virtual storage interface.

[Operating Steps]

1. Log in to the home page of the aCMP platform and select [Reliability Center]
- [Network Check] to view the CPU, memory and storage resource usage as
well as network port status;

Resources Reliability Center Operations Center Monitoring System

[ Gy S () HolisticView  Scheduled Backup/CDP  Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Reliability Center > Network Check

Availability Zone

Network Check

» DC zone (HCI) Latest Check: 2018-10-15 09:59:27

It checks and ivity of interfaces, business interfaces. overlay network interfaces and storage network

(1.5 interfaces of nodes.

DR({demo) Management Interface fl Overlay Network Interface J| Storage Network Interface

Node: Netmask 1P Conflict Port Multiplexing Prot Redundancy
7 192.168.1.36:eth2 @ 1500 © 255.255.255.0 © Normal @ Eror Mot configured
192.168.1.37eth0 © 1500 © 255.255.255.0 © Normal @ Enor Not configured

I Entity Description >>

I Solutions >>

3. You may click to get the latest status, click the Entity Description to
view the corresponding detected items and detection thresholds, and click the

Solutions to view the corresponding suggested solutions.



Entity Description ==

Check whether MTU of management interfaces on all nodes are the same.
MTU of management interfaces should be identical: €

Check whether netmask of the management interfaces of all the nodes are the same.
Netmasks are incensistent: €

Check whether IP address of the Management interface conflicts with any interface or device,
IP address conflict exists:

Check whether management interface uses the same interface with edge or overlay network interface.
Management interface is reused

Check whether management interface is an aggregate interface
Itis not an aggregate interface:

Solutions ==

If MTU of management interfaces are not the same, it may make clustered node unable to communicate with each other and perform operations like backup, etc. Please configure the same MTU for
management interfaces of all hosts

If netmasks of management interfaces are not the same, it may make clustered nodes unable to communicate with each other and perform operations like backup, etc. Please configure the same netmask for
management interfaces of all hosts

If management interface address conflicts with any interface or device, it may cause network error. Please configure another IP address for the management interface.
Please set another interface as management interface and make sure that it does not use the same interface with overlay network interface or edge.

If the interface is not an aggregate interface, single point of failure may occur, which will affect business continuity.

3.3.4.3 Data Replication
[Function Description]

This function checks and detects the redundancy and connectivity status of the host
management interface, data communication interface, and virtual storage interface.

[Operating Steps]

1. Log in to the home page of the aCMP platform and select [Reliability Center]
— [Data Replication] to enter the data-replication-viewing interface, where
you can view such statuses as virtual storage replications, virtual storage
deployment method, disk and host distribution;

od-index/index#/

Resources Reliability Center Operations Center Monitoring System

(RIS SIS () Holistic View  Scheduled Backup/CDP  Overload Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover




Reliability Center > Data Replication

Availability Zone L
Data Replication

o DC zone (HCI)
Multiple replicas on different nodes ensure accessibility to data even when node fails unexpectedly. It checks the state of those replicas to

Labs ensure data reliability

DR{demo) Storage Network Deployment: Link aggregation disabled

Name Status Replicas Nodes Cache Disks Data Disks

DataStore @ Normal 2 2 2 4

3.3.4.3 Data Reconstruction

[Function description]

When the host or hard disk fails and times out, this function is used to automatically
rebuild the replications to other hard disks/hosts in the cluster and recover the
validity of data replications without hot spare or manual intervention to replace the

disk/host.
[Operating steps]

1. Log in to the home page of the aCMP platform and select [Reliability Center]
- [Data Reconstruction] to enter the view interface of data reconstruction and
to view such status;

TP/ 192.166.19.17 2:443U/ M=/ Moad-DUSINESSs-Protect/Coples/INaexs/ AewlU =d 2 / TEUS 1 -338T-40C0-aT54-b 115 7 2c30aeU

Sangfor aCMP

Home Resources Operations Center Monitoring Systern
.

bility Center > Data Replication

Holistic View Scheduled BackupiCDP QOverload Check Hardware Health Check

[Raiabitlylzone Data Replication Disaster Recovery Network Check
DC zone (HCI) VM Failover Data Replication
Multiple replicas on different nodeq

Resource Scheduling Data Reconstruction

Labs ensure data reliability.
Node Reservation aCMP Failover

RIIgIEEY Storage Network Deployme

Name Status Replicas Nodes Cache Disks

DataStore @ Normal 2 2 2

Reliability Center > Data Reconstruction

Availability Zone v R
Data Reconstruction

» DC zone (HCI)
When node/disk downtime reaches threshold, data is rebuilt en another one if remaining storage is sufficient, without spare disk or manual

(=13 hardware replacement.

WREz) Object Name Status Virtual Datastore  Progress Transfer Rate Time Remaining  Start Time End Time Operation

3.3.5 Hardware Reliability




3.3.5.1 Hardware Health Check

[Function description]

This function is used to check the health status of hardware CPU, memory, SSD,
HDD, network card, RAID card and external storage so as to identify possible
usability problems in advance.

[Operating steps]

1. Log in to the home page of the aCMP platform and select [Reliability Center]
—> [Hardware Health Check] to view hardware status in the hardware health
check interface;

ndex/index##/

Resources Reliability Center Operations Center Monitoring System

LTy ol () Holistic View  Scheduled Backup/CDP  Overload Check Hardware Health Chack

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Reliability Center > Hardware Health Check

Availability Zone v

Hardware Health Check m

# DC zone (HCI)
It checks the status of CPU, memory, 33D, HDD, NIC, RAID card and external storage to discover the issues which may affect business Latest Check: 2018-10-15 10:24:18

Labs availability.

DR(demo) Memory ] RAID Card External Storage

Node CPU Model CPU Temperature CPU Clock Speed
7 192.166.1.36 @ Intel(R) Xeon(R) CPU E3-1230 v3 @ 3.30GHz @616 ©336H

2 192.168.1.37 @ Intel(R) Xeon(R) CPU E3-1231 v3 @ 3.40GHz @e3c 34GHz

| Entity Description »>

I Solutions >>

2. You may click Start Now to get the latest status, click the Entity Description to
view the corresponding detected items and detection thresholds, and click the
Solutions to view the corresponding suggested solutions.



Confirm X

To not affect cluster performance, we recommend cluster
health check be performed when the running business system
is not busy.

Are you sure that you want to perform health check now?

I Entity Description >=
CPU Model
Display CPU model

CPU Temperature
Check whether temperature of CPU stays above 80°C for 10 minutes
QOver 80°C for 10 minutes:

CPU Clock Speed

Check CPU clock speed every one hour, whether clock speed drop occurs. Logs will be reserved for 30 days
CPU Clock Speed:

I Solutions ==

CPU Temperature

If the temperature of CPU keeps high for a long time, such problems as node failure, automatic restart, etc, will occur. Troubleshoot the issue as follows
1. Check whether the cooling fan of the host is working properly.

2. Contact your hardware supplier to replace CPU or the host.

CPU Clock Speed

Configuration error or hardware failure may cause CPU clock speed change which may have impacts on computing performance. To resolve the issue, you can try the following steps:
1. Check whether physical host is connected with dual power supplies. If not, please connect it with dual power supplies

2. Enabling power saving mode may changes its clock speed. Please make sure that power saving mode is disabled

3.3 Operations Center

Sangfor aCMP user management has multi-level management authority control,
including platform administrators, organization administrators and organization
members by default. Sangfor aCMP can manage specific resources by creating roles
according to users’ resource management requirements of different scenarios, thus
greatly improving the management accuracy.

For example, if a company has an R&D department and a sales department that
share a hyper-converged environment, then the platform administrator can create
two organization administrators to respectively help manage the two departments.
This is not only beneficial to inter-department management, but also greatly reduces
the O&M strength for platform administrators.

3.3.1 Users
3.3.1.1 Roles

[Function description]



Sangfor aCMP associates administrators with different resources through roles.
Serving as hubs for administrators and resources, roles can associate resource
dimensions such as virtual machines and networks to administrators, but they
cannot achieve fine-grained management of availability zones or specific virtual
machines.

[Prerequisites]
Sangfor aCMP management resources are ready and the roles are planned

[Operating Steps]

1. Log in to the home page of the aCMP platform and select [Operations
Center] > [Roles] toenterthe role management interface. By default, the
system will create three roles, namely, super administrator, organization
administrator and organization member, which can be viewed only instead of

being edited, and then click 69 ;

IR | RS 12£. 100, 19,17 244007 (TS 7 I0U-INues) 1Nuess )

-%i‘ Sangfor aCMP Resources Reliability Center = Operations Center Monitoring System

+ Availability Zones (AZ) Organizations Pending Cost Summary

Roles All Work Orders All Bills

Workflow Templates Pricing

approved

O Refiesh © New [ Delete

[0 RoleName Type Organization Description Operation
Super Admin Platform Administrator - Default administrative role with all permissions on this platform View
Asset Manager Organization Administrator - Default administrative role with all permissions on self-service portal for organizations, indicating or. View

User Member - Default user role. indicating user of virtual machine View

2. Enter the relevant information and click Next;

Operations Center > Roles > New

() ’

Basics Permission Confirm

Name sangfor
| |

3. Here you can assign specific resources to the role. It should be noted that the
assignation is made by default according to the function module. After selecting the
corresponding resources, click Next;

Description




Operations Center > Roles > New

@

Basics

Role Type: ~ Platform Administrator
Permissions: Available

[@]  Permissions
m [} Resources

Get Started

(] Pools

Virtual Machine
o [ [ Networking

% Read-only
O i Permission
|| Image

O = Operations Center
|| Users

(] Work Order

m [ Billina

L

Permission

Selected

: :

Permissions

[ [ Resources

=3

=)

=

=i

Get Started

i Read-only

.. i Permission

Virtual Machine

... ¥ Read-only

Cenfigure VM

.. ¥ Create

- ¥ Delete

L. e Edit
Use VM

... ¥+ Power on/off VM

3

Confirm

Clear

Delete

E Eb

Ep Gb

4G oE GG

v

: "Read-only” here means that resources can only be used purely and cannot be
modified. For example, if a “virtual machine™ is read-only, it means that it can only be
used and cannot be deleted after shutdown. "Permission™ and other configurations

mean that resources can be managed.

4. Finally confirm the information and click the OK;

o

o

Basics.

Name: sangfor
Role Type: ~ Platform Administrator

Description: -

Permissions
(5 [ Resources
[ 5 Get Started
L. % Readonly
I % Permission
[ 7 Virtual Machine
.. % Read-only
E Configure VM
L. ¥ Create
. ¥ Delete

L. ¥ Edit

[0 Use v

Permissions
5 b

Permission

©

Confirm

“ Cancel

5. On the "Roles” page, you can view, edit and delete the roles created, and you
can also tick multiple roles for batch deletion.



Roles

C Refresh @ New @ Delete Role name or type

[0 RoleName Type Organization Description Operation
Super Admin Platform Administrator - Default administrative role with all permissions on this platform View
Asset Manager Organization Administrator - Default administrative rols with all permissions on self-service portal for erganizations, indicating or. View
User Member - Default user role, indicating user of virtual machine View
[0  sangfor Platform Administrator admin - View Edit Delete

3.3.1.2 Create Organizations and Organization Administrators

[Function Description]

Organization is the unit used by the aCMP to allocate resources. As the secondary
administrator of the platform, the organization administrator is responsible for user
management tasks in each area and is an essential part of the aCMP platform 0&M
management. Sangfor can realize fine-grained resource management by associating
organization administrators with roles.

[Prerequisites]
Sangfor aCMP management resources are ready and relevant organizational
structures are planned.

[Operating Steps]
1. Log in to the home page of the aCMP platform, select [Operations Center] -
[Organizations] , and click New;

Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (AZ) Organizations Pending Cost Summary

Roles All Work Orders All Bills

Workflow Templates Pricing

b

Organizations © New Users

O Refresh @ NewAccount @ Delete Usemame or real name
=] Platform O Username Role $ Organization Real Name Mobile Number Operation
Blake

admin Super Admin - admin - - Edit Change Password

[1 sangfor Asset Manager blake 60123398519 blake chen@sangfor Edit ResetPassword Delete




2. Enter the name of an organization. At the same time, you can create the
organization administrator or choose not to create it temporarily and add it later.
Click Next for the next configuration after this configuration:

Operations Center > Organization Administrator > Ne...

[+ © resources © contim

Name: sangror

Deseription:

AssetManager @ Create now (O Create later
Usemame: sangfortest1

Real Name: test

Mobile Number: | 50123456789

Email test@sangfor.com

Password:

Retype Passwort: [ wesesuneans

“ Caneel

3. Click to enter the resource configuration interface;

Operations Center > Organization Administrator > Ne...

a Basics o Resources o Confirm

Add

Select an availability zone so that resources in that availability zone are accessible to the organization.

4. Select the availability zone that provides resources and click ;



Add New

o Select Availability Zone

o Networking

° Allocate Resources

° Confirm

Availability Zone Resource CPU Usage Memory Usage High Performance .. Good Performance ... Large Capacity Usage
O DCzene (HC aCloud T001CHz 15360 52108 6408 - L
O vEnEm: VWware PG i1 scH:  Js0ceB/aTicE eTeltei e
O Labs aCloud 36.32 Gtz 5”?46;{0 926832 6529% ;
© Dty aCloud T.02 GHz 1613?;?' . Tetticel 5132365 : §79.92 6B/ 1084 T8

Nex‘

5. Assign network for organization subnet, where you can select "Router”,
"Physical Egress” and "NFC Network Device” for network devices. After the
selection, click ;

Add New X

o Networking ° Confirm

o Select Availability Zone ° Allocate Resources

Subnet:
DR test Net A typical network is often created for small-sized organization. A switch is
enerated and connected to it by default.
Connected To: | pefaultEdge D ¢ !
Egress

Switch to Subnet

To use more typical networks for the organization, go to Network > Topology.

6. Allocate resources and click ;

“ C ance'



Add New x

0 Select Availability Zone 0 Networking o Allocate Resources ° Confirm

Resources in Current Availability Zone M Total M Allocated Resource Allocated to Current Organization
I 20 core(s)

verPu —— 7 core(s) cru 10 cors(s)
— 100 GB

Memory 512 GB Memory 50 GB

Good Perfor ! 268 Good Perfarma. .. 500 GB

“

s b

v
:"Total Authorized Allotments” means the sum of resource quotas allocated to
all organizations, which can exceed the total amount of resources.

7. Finally confirm the information and click @;

Add New x

0 Select Availability Zone o Networking 0 Allocate Resources o Confirm

Awvailability Zone:  DR(demo)

Network Interface: DR test Net

DefaultEdge DefaultGroup
Allocated: CPU 10 coreis)
Memory 50GB
Storage
High Performance 0GB
Good Performance 500GB
Large Capacity 0GB

“



8.  After the addition, you can view the added availability zones and their quotas,
where you can also edit and delete the zones, or add other availability zone
operations. Please click after the addition is completed;

@ oosics © wecouvees © o

I © New @ Delete

Availability Zone Resource CPU Quota MemoryQuota High Per Good

Large CapacityQuot: Operation

DR{demo} aCloud 10 cores) 50GB 0GB 500GB 0GB Edit Delete

e =

9. Confirm the information and click OK;

@ bosics @ Resources © coim

Name: sangfor

Description

Asset Manager  sangfortestl

Avalabilty Zone: - aiabiity Zone Resource CPU Quota MemoryQuota High Performan Good Performa Large Capatcity
DR(dema) aCloud 10 core(s) 50G8 0GB 500GB 0GB

“

10. After an organization is created, you can add users and view such information
as availability zone, network and virtual machines.



Organizations Users Availability Zone Networking Virtual Machine

C Refresh @ NewAccount W Delete Username or real name

=] Platform [ Usemame Role < Real Name Mobile Number Email Operation

B e [] sangforest! Asset Manager test 60123456789 test@sangfor com Edit Resel Password Delele

sangfor

3.3.1.3 Create Users

[Function Description]

An organization user is a user of the virtual machines in the aCMP, which needs to
be created by a super administrator or an organization administrator.

[Operating Steps]
1. Log in to the home page of the aCMP platform and select [Operations Center]
— [Organizations] ;

Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (AZ) Organizations Pending Cost Summary

Roles All Work Orders All Bills

Workflow Templates Pricing

2.  Click the [Platform] = [New Account] or select the corresponding

organization = [New Account] to enter the user creation interface;

Organizations

Organizations Users Availability Zone Virtual Machine

Networking

& Refresh| @ New Account | if Delete Usermame or real name

Platform [J Username Role +  Real Name Mobile Number Email Operation

ER [] sangfortestt Asset Manager test 60123456789 test@sangfor.com Edit Resel Password Delete

sangfor

3. Fillin the user-related information, pay attention to the "Role” and "Organization”
as you need to choose according to the actual situation. The "Role” is set
according to 3.3.1.1, then click OK.



Operations Center > Organizations > New Account

Usemame test

Role: User e
Organization sangfor e
Real Name test

Mobile Number: | 50123456789

Email testi@sangfor.com

Password:

Retype Passviord:

“ Caneel

4.You can see that the user is created and you can edit, modify its password and
delete the user.

Organizations © New Users Availability Zone Networking Virtual Machine [~

G Relisn © Newccount @ Dokt

=] Platform [m]  Usemame Role $ Real Name Mobile Number Email Operation

Blake - O sangfortestt Asset Manager test 60123456789 test@sangfor com Edit Reset Password Delete

sangfor
test User test 60123456789 testi@sangfor.com Edit ResetPassword Delete

3.3.2  Work Order
3.3.2.1 Create Approval Workflow

[Function Description]

The aCMP users need to apply for different system virtual machines and can
independently apply for work orders. The administrator can set approval workflows
for work orders based on actual conditions and can set approval personnel as
needed.

[Prerequisites]
The corresponding approver account is created

[Operating Steps]
1. Log in to the home page of the aCMP platform and select [Operations Center]
- [Workflow Templates] to enter the interface for workflow approval. The



system creates a default workflow by default. Before any changes are made, all
work orders are approved by the super administrator by default. Click the @

New;

All Work Orders Workflow Templates

© New Template or organization name Q| Advanced v

Name Description Type User organization Workflow Organization Operation ‘

Default workflow template Internal workflow template, app...  All - 1 admin

2. Fill in the relevant information, select "Request Type" and “Organization”, and
click Next;

.s..’!‘ Sangfor aCMP Home  Resources Reliability Center Monitoring ~ System
.

Operations Center > Workflow Templates > New

o 2 3

Basics Workflow Confirm
Name:
sangfor
Description Description
Request Type ‘App\y Py v‘
Organization: Available Selected
[  Organization Workflow Template Organization Operation
O jianje jlanjie-Apply for Virtual Machine sangfor fir
[0 Blake Default workflow template
sangfor Default workflow template

3. Select the approver. If multi-level approval is needed, please click ©® and select
relevant users. If not, please delete them or adjust the position of each approver by
clicking ", N". Click Next after the setting;




o @ :

Basics Workflow Confirm

| Apply for VM

Submit request
User Apply for VM

Approver 1

User: test v + o
Approver 2

User admin v 1 o

4. Click OK after the setting.
o o @

Basics Workflow Confirm

Name: sangfor
Deseription

RequestType:  Apply for VM
Organization sangfor

Workflowr
Submit request
User Apply for VM

Approver 1
[Users] test{Asset Manager)

Approver 2

[Users] admin(Super Admin)
Finish

End of workflow

=

5. After this, you can view the workflows created in the approval workflow where
you can also edit and delete the existing ones.

Pending All Work Orders Workflow Templates

Template or organization name Q, Advanced v

Name Description Type User organization Workflow Organization Operation
Default workflow template Internal workflow template, app...  All - 1 admin

sangfor - Apply for VM 1 2 admin Edit Delete
jlanjie-Update Virtual Machine Customized by organization Change VM configurations 1 1 jianjie Edit Delete
jianjie-Apply for Virtual Machine ~ Customized by organization Apply for VM 1 1 jianjie Edit Delete

3.3.2.2 Create Work Orders



[Function Description]

Cloud management users need to apply for different system virtual machines and
can apply for work orders independently. After the proposed work orders are
approved, the corresponding virtual machines can be automatically generated and
distributed to cloud management users.

[Note]
Acmp management users cannot apply for ISO and can only apply for virtual
machines

[Operating Steps]

1. When logging in to the aCMP user login interface, cloud management users need
to log in to the port without the 4430, and they can view the existing resources of
cloud management users after logging in successfully;

4." Sangfor aCMP
LS

C Refresh @ Request p Power On B Shut Down - More

[] S 4+ Hme [ VM Type CPU Usage Memory Usage Storage Usage Operation ¢

0 © Powess. 140 . — 0 — 2% — 2%

2. You can do some basic operations on existing virtual machines. If you need to
apply for a new virtual machine, please click ® , as shown in the figure
below:

»
-%,.“. serieratlls Work Order Monitor System

.

2 Refresh @ Request p Power On B Shut Down -~ More

D Status B Mame IP VM Type

[0 © Powere.. 149 _user - aCloud



Availability zane network should be isolated from each other
| Image 144_user [
| Networking NIC T DR test Netswitch to edge v X

© AddNIC (9 NICs can also be added

| Specifications CPU 1 core(s) dcore(s) | Gcore(s) || Beore(s) | 12core(s) | 16 core(s) core(s)

1GB 2GB m 6 GB 8GB 12 GB 16 GB 32GB ‘ 48 GB ‘ 64 GB GB
| Storage Storage Tag

Disk 1 40 cB

Memery

© Add Disk (14 more disks can be added)

| vms 1

| Basics Name FTP server
Description Description

| Purpose FTP server

| Applying Configuration

Availability Zone: DR(demo) CPU: 2 core(s) Disk 1: 40 GB
Image: 144 _user Memory: 4 GB Apply Now

%
: Here "Networking™ - "NIC1" refers to the egress switch to which the
virtual machine is connected.

3. Select the corresponding image, the number of network cards and disks as

well as the number of virtual machines applied, and click . then you can

view the submission status in the "Work Order”;

% Sangfor aCMP Compute Monitor  System

& Refresh Work order number

Order Number Status Current Processor Request Type Time Requested - Qperation

20181016000003 Waiting test(Asset Manager) Apply for VM 2018-10-16 11:30:45 View

Click View to view specific information of work orders, as shown below:



Work Order > View Work Order

| Progress Apply for VM Waiting Waiting Taking effect Completed
9 o 3 4 5
test(User) test(Asset Manager) admin(Super Admin Resource allocating Finished
| Basics Name: FTP server Request Type: Apply for VM
Organization sangfor Time Requested:  2018-10-16 11:30:45
Purpose
| Requested Availability Zone: DR(dema) Nodes 1
Resources Datastore: Good Performance cPU 2 core(s)
0s Windows Server 2008 64 bit Memory 468
Network Interface eth0 DR test Net-switch to edge Datastore: Disk 1 4068
| Records

3.3.2.3  Approve/Review Work Orders

[Function Description]

If added to the approval workflow as approvers, the organization administrator and
super administrator can, via reviewing and approving the applications, approve and
reject work orders and modify the virtual machine configurations requested by the
applicant.

[Operating Steps]

1. After logging in to the aCMP administrator interface, the organization
administrator/super administrator can click the [Operations Center] > T
Pending] to view all pending work orders;

I aye

wie | T 9.

.:.f' Sangfor aCMP Home Resources Reliability Center Monitoring System
)

Pending All Work Orders Workflow Templates

£ Refresh WWork order number or requester

Order Number Status Request Type Organization Requester Time Requested Operation

20181016000004 Waiting Apply for VM sangfor test 2018-10-16 11:47:52 Fix

2. Click Fix and fill in the approval comment in the pop-up approval interface. You
can also manually add disks. Click if you need to re-modify the configuration.
Click to generate extra disks for the virtual machine. Click X on the right of
the new disk if you need to delete the new disk. Approval comment must be filled in.

Click |Approve]

Status

@]

Work order number or requester

Time Requested

Operation

Order Number Request Type Organization Requester

20181016000004 Waiting Apply for VM sangfor test 2018-10-16 11:47:52 Fix



| Basics Name FTP Server Request Type: Apply for VM

Organization sangfor Time Requested: 2018-10-16 11:47:52
Purpose FTP server
| Reguested Availability Zone: DR{demo) Nodes 1
Resources Datastore: Good Performance cPu 2 core(s)
0s: Windows Server 2008 64 bit Memory 4GB
Network Interface eth0 DR test Net-switch to edge Datastore Disk 1 4068
| Progress Apply for VM Waiting Taking effect Completed
() 2] 3 .
test(User) admin(Super Admin) Resource allocating Finished

| Records

| Resource Scaling © Add Disk “ | Comment

N oK
Item Allocate
Nodes 1
CPU: 2 core(s)

M

Click All for configuration:

Edit X
Basics Resources Configuration Advanced
CPU: 1 core(s) 4 core(s) 6 core(s) g core(s) 12 core(s) 16 core(s) core(s)

Show More
Memory: 1GB 2GB 4GB 6GB 8 GB 12 GB 16 GB 32 GB 48 GB
64 GB GB

Show More

Datastore: Disk 1

Disk Capacity: 40 GB

Pre-allocation (1)

© Add Disk {14 more disks can be added)

If the approval workflow includes multiple levels of administrators, each level of
administrator needs to join the approval;

w b

%
: Configurable items may be different for different administrators in configuring
advanced options.



3. After the approval is successful, you can log in to the cloud management
terminal user to view the distributed virtual machine;

4&. Sangfor aCMP Compute Monitor  System
L2}

C Refresh Work order number

Order Number Status Currant Processor Request Type Time Requested % Operation
2018101600004 Taking effect test{Asset Manager) Apply for VM 2018-10-16 11:47:52 View
2018101600003 Rejected - Apply for VM 2018-10-16 11:30:45 View

Work Order  Monitor ~ System

e+ More
[] Staus =  Name P VM Type CPU Usage Memory Usage Storage Usage Operati... (53 ‘
[0 © Powers 149_user - aCloud 0% — 27% — 52% More
| © Powers . FTP Senver 5 aCloud s . s More

s b

%

:As it takes a certain period of time to distribute the resources after the
approval, the user needs to wait for some time before seeing the distributed virtual
machine in the cloud management terminal.

3.3.3 Billing

[Function Description]

Administrators can independently control and set the unit prices of platform
resources. The aCMP counts the tenant resource usage every 10 minutes, calculates
the billing based on usage and price, and updates the resource usage billing every 1
hour on the interface. The IT department’s services are quantified through statistics
on resource usage.

[Operating Steps]
1. Log in to the home page of the aCMP platform and select [Operations Center]
— [Billing] to enter the Pricing interface;

Cost Summary All Bills Pricing

Unit: USD
£ cPu 1= Memory £ Storage
Running VM 0.1000 per core every hour Running VM 0.2000 per GB every hour High Performance - | 0.3000 per GE every hour
Powered Off VM 0.1000 per core every hour Powered OFf VM 0.2000 per GB every hour Good Performa 0.2000 per GB every hour

Large Capactty 0.2000 per GB every hour

2.  Fillin the unit price and amount you need to set, and click .
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Cost Summary Pricing

Unit: USD
1 cPU [ Memory = storage
Running VM 1 per core every hour Running VM 1 per GB every hour High Performance - 0.3000 per GB every hour
Powered Off VM - per core every hour Powered Off VM 0.2000 per GB every hour Good Performa 0.2000 per GB every hour

Large Capacity 0.2000 per GB every hour

-

3. Select [Operations Center] = [Cost Summary] to set the time period for

statistics. You can view the cost summary of different organizations in the selected
period;

B m m

Period: 2018-10-15 ~ 2018-10-17 Unit: USD [ Export Report
Organization Virtual CPU Virtual Memory Storage Total s
Jianjie 1533 30.80 153.33 199.47
sangfor 0.33 1333 1453

4. Select [Operations Center] = [All Bills] to set the query time period. You

can view all bills of different organizations in the current period, and report
export (as excel files) is supported.

Period: 2018-10-02 ~ 2018-10-16 Organization: jianjie ~  Total Costs:199.47 USD  Unit: USD 2 Export Report
VM Name cPU CPU Costs Memory Mem Costs High Perfor .. High Perfor. Good Perfor .. Good Parfor. Large Capa... Large Capa Total .
ALL 10.00 cores) 15.33 12.00 GB 30.80 00068 0.00 60.00 GB 153.33 0.00 GB 0.00 199.47

Debian Template  4.00 core(s) 767 4.00GB 15.40 0.00 GB 0.00 20.00 GB 76.67 0.00 GB 0.00 99.73

webserver 4.00 core(s) 767 4.00GB 15.40 0.00 GB 0.00 20.00 GB 76.57 0.00 GB 0.00 99.73

test 2.00 core(s) 0.00 m 0.00 000GB 0.00 20.00 GB 0.00 0o00GB 000 0.00



Export X

' Are you sure that you want to export all the billing details?

Be about to pack and export billing details to the local disk.

3.4 Monitoring Center

By integrating the Sangfor Monitoring aMC, Sangfor aCMP cloud management
platform can add important virtual machines to the monitoring center for
monitoring, so that administrators can discover the possible abnormalities and
failures of the platform or virtual machines in the first time.

Note: The monitoring center template was not implemented in aCMP 5.8.6 _ EN
version, so the module manual contents are temporarily vacant and aMC
functions will be implemented in subsequent versions. Please ignore the aMC
function in current version.

3.5 Network Administration

It can perform unified network management on the managed clusters. Based on
different availability zones and organizations, the super administrator can view the
corresponding network topology, and the organization administrator can also view
the network structure of relevant organizations. Meanwhile, tenants are supported to
configure their own distributed firewall policies. The firewall policy of each tenant
only takes effect in the tenant's domain and does not conflict with the super
administrator’s configuration policy.

3.9.1 Network Topology

[Function Description]

The super administrator can view the network status of the aCMP platform, and can
view and adjust the corresponding network structure in the availability zone or
organization as a dimension.



[Operating Steps]
1. Log in to the aCMP administrator interface, and click [Resources] = T
Topologyl to enter the topology interface;

Resources Reliability Center Operations Center Monitoring System

* BRI I Get Started Awvailability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

-2‘{‘ Sangfor aCMP Home Reliability Center ~ Operations Center Monitoring System

Topology Distrbuted Firewal
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2. Select the corresponding availability zones or organizations. You can view the
corresponding network topology;



DC zone (HC1) v | S

_ Name QI - A K"
win 10 Oone lest .

A
1l
' © DC zone (HCI)
E] © DR{demo)
der \FM ei Window !\ 20
B -z Blake N i 2
TF-Win7 P
L2 fianjie . 0
e - 2% sangfor h Y ‘ ,6/ ‘.
©Q Labs ‘_ y a
B - 4
ch - - ~ & 5&’
ter --"'}I?ﬁl_j - B

3. Click T[Subnets] to enter the list showing all subnets, and click to
distribute new network for the organization.

-Ef‘ Sangfor aCMP Home Reliability Center Operations Center Monitoring System
)

Topology Subnets Distributed Firewall

DC zone (HCI)

Connected To

Operation

Organization

Name Availability Zone

El © DR(demo)

Blake DR test Net DR(demo) sangfor DefaultEdge Edit Delete

jianjie

sangfor

Labs
Create Subnet X

Availability Zone: DR(dema) “
Organization: sangfor v
Subnet |
Connected To: |£|

4. The organization administrator can view the network that it manages, and can do
some network operations, such as adding switches and routers. The organization
administrator can also login with the its account password and click [Resources
J = [Topologyl toview the corresponding information;
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Virtual Machine | To Public VM Images
AN
Subnet Private VM Images

Distributed Firewall

Waiting for Processing Y

Topology Distibuted Firewal
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Summary - Organization
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# Name Connected To

No data available

Virtual Assets
@ Switches 0
D Routers 0
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@5 |AM Appliances 0

3.5.2 Distributed Firewalls

[Function Description]

The organization administrator can set firewall rules for the networks in the
effective domain, and the super administrator can set firewall rules for the entire
platform network, which do not conflict with each other.

[Operating Steps]

1. Log in to the aCMP administrator interface, and click [Resources] > [
Distributed Firewalls] to enter the firewall edit page and to view the existing
firewall rules;

Resources Reliability Center Operations Center Monitoring System

o ETERLL RS Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images




Topology Subnets Distributed Firewall

k © Refresh @ New © IPGroups Y Filter = PacketDrop List +== More Name, source, destination, service, action Q| Advanced v

[E © DCzone (HCI)

Public Z O Priority Name Applicable Scope Source Destination Service Action  Status Edit
ublic Zones

E © DR(demo)
1 Allow all operations by a Public Zones 192.168.19.172 Al [all] AIAI protocols & ports) Alow  / £
Public Zones
Blake
jianjie - - Default Policy Public Zones Al Al [all] AlIGAIl protocols & ports) Alow  /

sangfor

E © Labs

Public Zones

2. Click & , select availability zone and applicable scope, set match clauses,
select the services and policy actions to be valid, and click OK after all is confirmed;

Add New Rule x
Enabled
Name:
Availability Zone:  DC zone (HCI) ~
Applicable Scope:  Public Zones ™

- Match Clause

Source Destination
(@ Any IP address @ Any IP address
() Specified IP address () Specified IP address
P Group W |Z| P Group W |Z|
() Specify VIV () Spacify ViV

Virtual Macl »

H

Virtual Macl »

H

Service: Select EI

Action: @ Allow () Reject




Select Service X

Available Selected Clear

Custom Service Service Protocol:Port Delete

Predefined Service

Expand Al [ Collapse All Service name, protocol, port Q) I sql_net TcP-68 o

mysg| TCP:3306 T
Service Protocol:Port

(m]  [m]

4 Database

[

sql_net TCP:66

K

mysqgl TCP:3306
ms-sq| TCP:1433,1434; U..
Logging
Internet protocol
+ Video
» File Transfer
» Authentication Protocol
» VPN

> Remote Access

Joooooood

» Email Pratneal

“ Cancel

3.  Similarly, you can set the firewall policies in the organization subnet by logging
in with the organization administrator’'s account.

| EREBL T 19,100, 19,1 1 £ £ M=/ NOU-VIIEL UK VIS EWa

sangfor
£‘ Sangfor aCMP Home Operations Center Monitoring System E] @ 9

E C Refresh @ New © IPGroups Y Filter = Packet Drop List =+ More Name, source, destination, service, action Q| Advanced v

DR{demo)
[ Priorty  Name Source Destination Service Acton  Staws  Edit ‘

Default Policy Al Al [all] AllGAN protocals & ports) Allow v

Chapter4 FAQ

1. Cluster is managed by multiple aCMPs simultaneously: When a cluster is
managed by multiple aCMPs simultaneously, only one aCMP can be authorized
successfully.

Solution: Cancel the management from the excess aCMP, and it will return to
normal after a few minutes, or turn off the excess aCMPs, and it will return to
normal in 30 minutes.

2. IP address conflict in cluster: Because authorization information may be
rejected on the wrong cluster, this problem may occur when multiple aCLoud
clusters are configured with the same |IP address.

Solution: It will recover immediately after IP address conflicts are resolved.



3. aCloud is forcibly removed from the management: Log in to the aCloud front-
end, click "Manage” and view the "License” icon status. If aCloud has been

removed from the management, and aCMP shows that it is in the state of the
management, then this is the cause.

Solution: Delete the cluster on aCMP and re-manage it.
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