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Chapter 1 Overview

SANGFOR Cloud Management Platform aCMP can manage cross-region
clusters and provide heterogeneous management support for VMware data centers,
which can divide the managed pool of resources into multiple logically availability
zones, realizes the customized approval process and billing functions through the
setting of classified administrator authority. It also enhances the network
management and security among tenants, and tenants can configure their own
firewall, and the flexible image management can effectively reduce the workload of
platform management personnel in operation and maintenance. On the other hand,
in terms of business reliability, through remote disaster recovery services, it provides
users with a complete virtual machine-level remote disaster recovery plan.

This chapter mainly introduces and explains the SANGFOR aCMP products in
detail, including product introduction, architecture and key features.

1.1 Brief Introduction of aCMP Products

SANGFOR aCMP cloud management platform can provide abundant
management capabilities. First of all, in the resource creation phase, it can put
multiple data centers under heterogeneous management. These data centers may
be either cross-regional clusters or VMware data centers. In terms of authorization,
it supports uniform authorization; in other words, In case of heterogeneous
management of multiple aCMP clusters, only one aCMP authorized import is need,
while all the authorizations of other clusters under heterogeneous management may
be distributed as needed through the aCMP authorization. On the tenant side, it has
abundant tenant management functions. On the one hand, the administrator may
customize the approval process, and on the other hand, the tenant may submit the
independent service work order application resources, which should be used and
charged reasonably through multiple levels of resources charging functions. In terms
of security, in multi-tenant scenarios, it supports tenants to configure their own
distributed firewall policies without conflicting with platform administrators’
policies; in terms of management, a single cluster can support up to 64 hosts,
support the tenants’ subnet topology display, and can provide APl interfaces
conforming to the openstack specification for third parties; in terms of hardware, it
provides support for INTEL's latest V5 CPU.

On the other hand, SANGFOR operation management platform aCMP integrates
three centers: Reliability Center, Operations Center and Monitoring Center. Among
them, Reliability Center can provide users with a complete virtual machine-level
remote disaster preparedness plan, including disaster recovery plan, disaster
recovery drill, virtual machine recovery and relocation, visual operation and
maintenance, etc. "Operations Center” can provide users with a wide range of



management options, including multi-tenant, autonomous work order, flow billing,
authority management and VMware heterogeneous management capabilities; and
“Monitoring Center” can provide users with a multi-dimensional monitoring
perspective, which supports the monitoring from both the platform and business
levels to ensure the business runs normally in all respects.

The list of SANGFOR aCMP product features is shown in the following table:

: This table only lists the basic functions supported by SANGFOR aCMP.

Please consult the after-sales technical service engineer of the local office for

specific configuration implementation and other functions.

Table 1-1 aCMP Product Function List

Affiliated , _ .
Function ltems Descriptions of Functions
Components
aCMP cloud
management [Multi-tenant Support multi-tenant access
platform
CMP cloud . .
@ crod Self-service work |Support tenant work order self-service
management o
order application
platform
aCMP cloud Customization of Support the léyout approv.al p.rocess and
management support multi-level examination and
approval process
platform approval.
CMP cloud . .
@ crou Billing and Charging for tenants' CPU, memory and
management
measurement storage
platform
2CMP cloud Suppgrtthe e.diting.of VMware virtual
Support VMware |machine configuration on cloud
management . :
VDC functions management platform (supporting CPU
platform . .
editing, memory, hard disk, network].
Multi-tenant scenario:
aCMP cloud Multi-tenant it supports tenants to configure their own
management [(distributed distributed firewall policies without
platform firewall conflicting with the policies configured by
super administrators.




Multi-tenant scenario:

aCMP cloud Tenant topology ~ [sUPPort the administrator zooming method
management display to display the tenant virtual network
platform topology, supports the tenant sub-topology
rendering.
aCMP cloud Multi cluster & Support cross-regional cluster
management |multi-data center |management and support the
platform management heterogeneous management of VMware
CMP cloud : : _ . "
@ crou Authority Set different administrative authorities for
management . o
management different administrators.
platform
CMP cloud
) crod Image Support image distribution and
management . o
management management of different partitions
platform
aCMP cloud Unified Authorization for managing single or
management L multiple acloud clusters on the cloud
authorization
platform management platform
CMP cloud
@ crod Integration Cloud management provides API to third
management capabilit arty in line with openstack specification
platform P y party P P '
CMP cloud . . N
o crou . General Drawing of Provision of Reliability
management |Reliable Center :
Services
platform
MP cl
aCMP cloud Disaster recovery |Provide a complete VR remote disaster
management
management recovery plan
platform
Cloud Data striping Further optimize virtual storage
performance
aCloud Big cluster A single cluster supports up to 64 hosts
t INTEL
aCloud Suppor Provide the latest INTEL CPU support

V5CPU




The recommended deployment modes are as follows:

1. The aCMP is deployed on the aCloud cluster in the form of virtual machine.

2. aCloud cluster IP and user password are added voluntarily to aCMP to
conduct heterogeneous management over aCloud cluster.

3. vcenter cluster user IP and password are added voluntarily to aCMP to
conduct heterogeneous management over VMware.

ANote: aCMP does not currently support deployment on VMware and
physical machines.

1.2 aCMP Architecture

From the perspective of business stratification, the architecture of SANGFOR
aCMP cloud management platform is as follows:

System Architecture Diagram (Business Perspective)
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Fig. 1-1 aCMP System Architecture Diagram



In view of the above Fig. 1-1, it is briefly explained as follows:

The micro-service architecture is adopted at the overall back-end, which supports
horizontal scaling, low coupling, building block-type, stateless and inter-module
REST APl communication and maintains decoupling;

1 With the separation of aCMP and aCloud architectures, cloud
management architectures can provide rapid evolution and upgrade
based on the actual needs;

1 aCMP is decoupled from aCloud architecture to ensure aCloud
architecture is stable with high performance;

1 With the front-end display and back-end separation, back-end
configuration customization, it can quickly integrate and display data;

1 Standardized APl interface can facilitate the integrated development by a
third party;

1 Internal RPM management shall be used to support module decoupling
and upgrade;

1 The MongoDB's front-end reading/writing separation architecture
supports large concurrency;

1 The three-level role system based on keystone extension (admin, tenant
and user) has more flexible management dimensions than the two-level
role of Openstack (admin and tenant);

1 Based on the self-developed Phoenix framework on Openstack, it solves
the problem that Openstack service architecture is too redundant while
maintaining the advantages of Openstack architecture;

1 The Gnocchi module redeveloped based on Openstack has been greatly
improved compared with the performance of official Gnocchi;

1.3 aCMP Key Characteristics

Multi-cluster Management

aCMP unifies the management of resources such as infrastructure, availability
zones, cloud services and tenant applications.

The deployment mode of aCMP includes single data center and multi-cluster
deployment, which is used to conduct heterogeneous management over multiple
different clusters in the same data center. The logical topology of the deployment is
shown in Fig. 1-2:



ShenZhen Data Center

Resource Partition A Resource Partition B

HCI HCI

Resource Partition C

VhIware

Fig. 1-2 Multi-cluster Deployment of Single Data Center

At the same time, aCMP supports the cross-regional heterogeneous management of
multiple clusters from multiple data centers. Its deployment logic topology is shown
in Fig. 1-3:

ShenZhen Data Center ‘ ChangSha Data Center

Resource Partition & Resource Parhiiom B

Rasource Partihom A Resource Partition B
aCloud Cluster aCloud Cluster aCloud Cluster aCloud Cluster

Fesource Partition C

Fig. 1-3 Multi-cluster Deployment of Multi-Data Center




Multi-tenant management

In order to meet the operational management requirements of the platform for
the organization, SANGFOR aCMP can set up a maximum of three user management
levels, namely platform management, organization management and end users. The
relationship between management responsibilities and levels is shown in Figure 1-4.

|/-_
Cloud Operation Cloud Operation
Administrator

Cloud Administrator Organization
Administrator
esponsib

lication and of

a Q a a C ion and ch d'jI'gC: i)f business

Organizationl Organization2  Organigation3  Organizationd

Fesources

Fd

End User
Staffl Staff2z Staff3 Staffl Staff2 Staff3

Figure 1-4 aCMP User Management Level

Self-service function

Orders will be automatically generated after users applying for or managing
cloud services, such as application for and deletion of work orders. The work order is
submitted to the corresponding personnel for examination and approval. After
approval, the system automatically executes the work order tasks. The application
process is shown in Fig. 1-5.



Fill in the configuration and
submit the work order as requim>
| rove

Return result

AN

Fig. 1-5 Application Proces®f Self-serviceWork Order

Multi-tenant Distributed Firewall

SANGFOR aCMP can provide tenants with space isolation, support tenants to
configure their own distributed firewall policies, without conflicting with platform
administrators’ configuration policies. The logical diagram of the failure domain is
shown in Fig. 1-6.



aCMP Cloud Platform
]

Effective Domain 1

Tenant 2

Tenant 1

Fig. 1-6 Multi-tenant Distributed Firewall

Distributed firewall rules within each tenant will only be issued to its own switch to
take effect, to achieve the firewall rule isolation between tenants and between
tenants and platforms.

Image unified management

U Provide unified image management functions to achieve unified creation and
management of images on all aCloud availability zones.

U In the multi-tenant mode, the administrators can customize the organization
administrator. In the organization, the public image provided by the platform
administrator can be used in the organization, or the customized private
image can be used.

0 By reducing the operation and maintenance pressure of platform
administrators through a unified image management function

The process of image uploading and distribution is shown in Fig. 1-7:



! 1. Admin uploads I1SO image file
V4 g .
-

2. aCMP disturb to aCloud

Through OVA, WMA port ininterfaces
3. Available intervals for network connectivity

" Achieve through cross aCloud cluster migration

Avallabe . Availabl
Zone 1

aCloud oA  aCloud
Cluster Cluster

Connected aCloud can be uploaded by interval
image, distribution process

Fig. 1-7 ImageManagement

Unified Licensing

The whole cloud management platform only needs one authorization to satisfy the
authorization of all hosts under the cloud management platform, realizes the unified
management and flexible control of authorization, and solves the problems that
authorization cannot drift between clusters and the change of extended
authorization. The mode of authorization is shown in Fig. 1-8:



Insert License Serial Number

R

acloud Cluster acloud Cluster

Physical Server 1 Physical Server n Physical Server 1 Physical Server n Physical Server 1 Physical Server n

Insert License Key

Fig. 1-8 AuthorizedManagement
Standard API Interface

SANGFOR aCMP will provide industry-wide standard interfaces to the outside and
third parties will be able to customize docking according to their needs.

Simple heterogeneous management logic is shown in Figs. 1-9 and 1-10:

Third-party cloud

management platform

N

aCMP Other VMware
openstack

aCloud aCloud
Cluster Cluster




Fig. 1-9 Unified Interface

Third-party clond management
platform manages aCMP

Provide APT sohation

Third-party cloud Openstack AP

management platform

Fig. 1-10 Third Party Integration

Big Cluster Deployment

5

SANGFOR aCMP cloud management platform can support the deployment of a
maximum of 64 servers in the single cluster.

Customized Approval Process

5

Flexible work order approval process to meet different customer management
requirements.

Management of Measurement and Billing
U Transparency and visualization of multi-tenant computing resource usage

U Transform the cost center of the data center into the profit center by charging
for resources used by the secondary units and subsidiaries by the quantity

U Convenience for the industry cloud to charge for resources used by each
tenant and facilitate the resource settlement with the tenant

U Provide resource availability report which can be exported.

Put VMware VDC under heterogeneous management

It can unify the heterogeneous management of VMware data center and provide a
unified management mode of aCloud and VMware.

Hardware Support



It supports aCloud platform to support INTEL vb CPU server.

Disaster recovery services

5
For aCloud Platform For VMware vCenter
T
1 Site and Link Deployment
ia ) ia f=y
Virtual Machine Virtual Machine Virtual Machine Virtual Machine
3 S 2 Create DR Plan
3 Add Secondary Site
‘ - i
Backup Server  Switch  Backup Server
4 Backup VM
Backups at Primary Site »  Backups at Secondary Site
= = = = = =
=] —1 —_ -— =1 =] 5 Recover business in the event of outage
Virtual Storage FC iScs! Virtual Storage FC iSCS!
6 Migrate to Primary Site

SANGFOR disaster recovery plans provide a “local backup - remote disaster
recovery"” plan, where the primary site configures storage (external storage or VS) for
the purpose of local backup storage, and the secondary site configures an aCloud
cluster as the disaster recovery center.

Reliability Center

1, Sangfor aCMP
*

5

Resources  High Availability ~ Operations Center  Monitoring  System

+ AZ Resource Usage

»
( &
e

* Top 5 VMs Memory Usage
DR zone (HCI)

Figure 1-12

U Provide a complete business protection service, integrated in a unified
platform, which is reusable and reliable.



0 Simplest operation and maintenance mode of visualization with reliable
resources and one-key availability of services

Chapter 2 Installation and Upgrading

2.1 New deployment

[Function description]

Deploy a new SANGFORE aCMP cloud management platform.

[Prerequisites]

1. The SANGFOR enterprise-level cloud aCloud platform has been correctly
deployed.

2. The aCMP cloud management image installation package is prepared.
[Operating steps]

Log onto aCloud platform console:

“L4" SANGFOR HCI

1. Click1 Computeé%T NewO ST import Virtual MachineO ™



Create New Virtual Machine

Choose a way to create a new virtual machine Choose a way to create a new virtual machine
-« Create New Virtual Machine % Create Standalone Cracle Database
"N

.1 Clone VM % Create Oracle RAC Database (cluster)

Import Virtual Machine Create SQL Server
* o

2. Select aCMP virtual machine, select the corresponding grouping, storage

location and running location and click “|start the Import" to display the upload

interface;

S

VM Image Files: Sangfor_aCMP_5.86_

Group: aCMp ~

HA: Migrate to another node ifar

Datastore: YirtualDatastore1 w

Import




S

Uploading file Sangfor_aCMP_5.8.6_EN(20180910).vma. Please do not close this page.

Total Size: 2.48 GB.Progress: 11 MB, Upload Speed: 4.8 MB/s, Time Taken: 25 , Time Remaining: 8m 48s

Cancel

3. After the upload is successful, it is necessary to transfer the virtual machine to
further configure the network. For details, please refer to Section 2.3 Network
Configuration.

The virtual machine is successfully imported.
Sangfor_aCMP_5.8.6 EN(20180910)
acMpP
192 200.19.18;192 200.19.19

<Auto=

Disk (20 GB), Disk (200 GB), Disk (400 GB), CP...

® Virtual network adapter is not connected to any switch. Please specify

network adapter for the virtual machine.

2.2 Deployment of Operating and Standby Units (If
Necessary])



[Function Description]

SANGFORMPY. S.up popdrsandtngrdepy o yWhetmhaeCMiBa st er
nodaenavai hae®MNst,a mbdyahes wi ticthhlmeh shed@nsuhe
hi ghai |l atbhntaintayg eegrhearttf or m.

[Note]

Ma kseut bBatle® ft hceonf i g@Méodeado n fWiitd ddr edos ehse r
h o sat nddhnee t wboertkwteheep e r a hdtnagmdCWPwe t bnnect ed.

[Prerequisites]

aCl #ldtdmoadOMPIi r MaahoBANGFBDRt e rl per@éslcdualb e e n
accurdeaetpdloyed

[Operating steps]

1. Select the newly imported standby aCMP virtual machine (See 2.1 for the
detail steps), click More > Edit to edit the network card and connect

the wires with the second/third-level aCloud platform management network
and then click OK;

Edit Virtual Machine (Sangfor_aCMP_5.8.6_EN(20180910)) X
Name: Sangfor_aCMP_backup
1.{ Group: aCMP v
-
. Tag: Selact lz‘
HA: Migrate to another node if the node fails ~ HA Settings
Datastore: v
Run on Node: <Auto= v
Guest OS: v
Configuration Advanced
E Frocessor 8 core(s) Enabled
- llemaory 16 GB Connected To: DefaultEdge lz‘ Y-
4= Disk 1 80 GB
Advanced
4= Disk 2 200 GB
Adapter Model: Intel E1000 v

= Disk 3 400 GB

OcCoovD1  Nome MAC Address: | FEFCFEBO.EGAC | £y

Enable TSO

mm cth0 | Connected To: DefauliEdge |

-

2. Start the imported aCMP virtual machine, log in the console of aCMP virtual
machine to modify aCMP password. The steps to modify are detailed in
“Network Configuration” in Section 2.3 of this Chapter;

Immediately after the starting, the following will be displayed on the console



interface:

Sangfor Cloud Management PlatformStarting...

| o

The following configuration interface will appear after shutdown:

Welcome to Sangfor Cloud Management Platform

Unahle to get IP address. Pleaze check whether IP address
conflicts emist and change to maintenance mode to configure
IP address,

Later, one IP is also configured for the standby aCMP in reference to Section 2.3.

3. Log in the home page of main aCMP and click  Reliability Center —
aCMP Failover



ndex/index#/

Resources Reliability Center Operations Center Monitoring Systemn

pEALL B Holistic View  Scheduled BackupiCDP  Overioad Check Hardware Health Check

Disaster Recovery Network Check
VM Failover Data Replication
Resource Scheduling Data Reconstruction

Node Reservation aCMP Failover

Reliability Center > aCMP Failover

O Refresh @ Add aCMP Node

aCMP Failover

2CMP high avallabilty requires active and standby aCMP be configured. In case active aCMP fails, administrator can visit standby aCMP GUI and change s status to

active, which ensures availability of cloud management platform

aCMP 1P Status Active/Standby Operation
192.168.19.172 © Online Active(Current Node)
192.168.19.173 © Oniine Standby Switch to Active  Delete

4. Click Ad da C MR o ¢ ieput IP address and password of standby aCMP and

click [0 K;

Add aCMP Node X

Configuration Guide:

1. Add a new aCMP and specify its IP address, usemame and password.

2. This aCMP will worlk as a standby unit and related configurations and
data will be synced to it from the current platform.

3. Visit standby aCMFP GUI by specified IP address and change its status to
active in case the primary aCMP fails.

aCMP IF: 192.168.19.173

Username:

Password:

“

After the adding, one aCMP in a standby state can be seen on the configuration page.




Reliability Center > aCMP Failover

O Refiesh @ Add aCMP Node

aCMP Failover

aCMP high availability requires active and standby aCMP be configured. In case active aCMP fails, administrator can visit standby aCMP GUI and change its status to

active, which ensures availability of cloud management platform.
aCMP IP Status Active/Standby Operation
192.168.19.172 © online Active(Current Node)

192.168.19.173 © Oniine Standby Switch to Active  Delete

2.3 Network Configuration

[Function Description]

Af taeCrM®| omuadn a g eprhearnt if ompmo s @t @ d e 9 dnfeut]| wsogrtks h d g |
conduSd da@d@aCMPageadacceal| acddaseéworaknl yow hway
aCMPa@nabhleet er o gneamea @ eafe in icel ru sw heerrseree t wiog k
accessible.

[Note]
Pl eqas &r & wtoendbleit omehte® ft C M@ ntdhle@ d d o4 gherst s .

[Prerequisites]

aCl #lcdtdmoadOMPi r Maaho BANGFBDRt e rl per@éslcdualb e e n
accurdeaetpdloy ed

[Operating Steps]

1. Select the imported aCMP virtual machine, click More > Edit to edit

the network card and connect the wires with the second/third-level aCloud
platform management network and then click the @,



Edit Virtual Machine (aCMP_5.8 6EN) b4

Name:
Group: aCMP hd
Tag: Select |£|
HA: Migrate to another node if the node fails HA Settings
Datastore: ~
Run on Node: ~
Guest OS: v
G Frocessor 8 core(s) Enabled
- \emory 16 GB Connected To: DefaultEdge |£| *
= Disk 1 30 GB
Advanced
"= Disk 2 200 GB
Adapter Model: v
"= Disk 3 400 GE »
. ) MAC Address: K')
4 CD/DVD 1 Naone =~
Enable TSO
mm eth0 Connected To: DefauliEdge, IP Address: .

1

2. Start the imported aCMP virtual machine and log in the console of aCMP
virtual machine;

Velcome to Sangfor Cloud Management Platform!

Unzble to get IP address, Please check whether IP address
conflicts exist and change to maintenance mode to configure
IP address,

3. Have a random click on the console of virtual machine, press the key “enter”
in the keyboard to enter into the maintenance mode and then enter password
(the initial password is admin); after the password is entered, select the option
OK and then press the key “enter” in the keyboard to enter a configuration
interface.



Please enter admin password:

< 0K > < Back >

Click OK to enter the following interface:

Please select one option,

Confizure Network
2 Test Hetwork Connectivity
3 Restart

EUERTS < Ewit >

4. Click the key "M " in the keyboard to select Network Configuration

press the key “enter” in the keyboard;

Please =elect one option,

2 Test Hetuork Connectivity
4 PRestart

K < Exit >

and



Configure Hetwork
Please zelect a interface to configure

1 Metwork Cable Plugged etho

< K > <Cancel > <Refreshs

5. Set the IP address, mask and gateway and click OK;

Configure Interface ethl

IP 192,168,19,173
Hetmask 255.255.255.0
Gateway

< 0K <Cancel>

Save =ettings successfully, Please log in with the new IP
address,

6. Open the browser, enter IP:4430 set in https:// and press the key “enter”;



Admin Portal

Sangfor Cloud Management Platform

7. The default account and password are admin/admin. For the safety of your
account, please do the modification.

9,
-4

e

Sangfor aCMP Resources  Reliability Conter  Operations Center ~ Monitoring ~ System

DC zone (HCI)

2.4 aCMP Activation

[Function Description]
Act iav@Mgengli met hortiozhaet ub tneert wor ki ng.

[Prerequisites]

1. aCloud Platform and aCMP virtual machine of SANGFOR Enterprise-level



Cloud have been accurately deployed

2. Prepare the serial number and key for activation

[Operating Steps]

1. Click aCMP virtual machine &> Edit —add USB hardware - map key to the
virtual machine;

Edit Virtual Machine (Sangfor_aCMP_backup) X
o4 o® ' — ' B
‘.h Tag: Select |E|
Ea HA: Migrate to another node if the node fails ~ HA Settings (1)
Datastore: v
Run on Mode: ~
Guest OS: v
E Processor & core(s) )
USE Device: [USB2.0/1.x] FT ROCKEY ARM 0103 v | (D
. Memory 16 GE
e T USB Controller: | USB2.0/USB1 x 2 4(0]
M= Digk 2 200 GB
= Disk 3 400 GB
© comovD 1 None
m etho Connected To: DefaultEdge, IP Address: ...
B USB1 [USB2.0/1.x] FT ROCKEY ARM 0103
% Other Hardwares
(;) Add Hardware ¥ &
]

2. After successful mapping, log in the home page of aCMP, click System —
Licensing = General to enter the authorization page of aCMP, click

Edit License Key and select the ready authorization document (with a .lic
suffix],

Resources Reliability Center Operations Center Monitoring System

# Availability Zones (AZ) Licensing Tech Support & Download Recycle Bin
Date and Time Tasks

System Setiings Upgrade

SMTP Server




VAIUT-HAUUTU JTI VLTS,

Edit License Key

Contact Us

W PTIE LU LTS

VILIU-LE T 1AL Iy UIRIuUYY Ly

Import License Key File

(KEY ID:51A91D3239002303, Username:)

Value-Added Services

Operations Center: Not licensed

Tel: 0755-86627374

Basic Components

iic Components aSV (Compute Virtualization):

Mot licensed

3V (Compute Virtualization)

aNET (Metworlk Virtualization): Not licensed

aSAN (Storage Virtualization): Nt licensed

After successful import, the information of the corresponding serial number can be
viewed;

General System Maintenance Others

Licensing
« aCMP Licensing

Cluster Licensing Overview
Sangfor aCMP Sangfor Cloud Computing Mgmt Software  Version:Vs.s.6
NFV Licensing Overview

Update Service Expiration:  2018-12-25 (1)

Date and Time

Service Free of Charge: @ Resource Operations @ Centralized Monitor @ Platform administrator

System Settings

Value-Added Services: @ Operations Center ( Version: V5.8.6  Expiration Date: 2018-12-25 Host CPUs: 61100 )

Edit License Key Export License Key File

SMTP Server

Contact Us

Tel: 0755-88627874 Sangfor (Southeast Asia) Virfiant (U.S_A)

Basic Components

3. Click
also license, revoke or modify the existing clusters;

aSV (Compute Virtualization)

aNET (Network Virtualization)

aSAN (Storage Virtualization)

Cluster Licensing Overview

to license the newly added clusters and

Version V5.8.6 Version V586 Version V5.86
Expiration Date 2018-12-25 Expiration Date 2018-12-25 Used/Licensed CPUs 6/100
Host CPUs 6100 Host CPUs 21100
Distributed Firewall Enabled
Monitoring Enabled
aSEC (Security)
&5 NGAF B ~oc B & sSLVPN



e | RS 19£. 100, 19, 17 £640U) (IS INOU-TIATIBYE) 111UEXT/ {71818 = SELUMYOL S EII- S UTIG S OIS 1] ~8UL OGS SIETTIVIZINN L IENCE = 5UP PO LW USINESS = N0SL

g Sangfor aCMP
.

Home Resources  Reliability Center ~ Operations Center  Monitoring

General System Maintenance Recycle Bin

Licensing v Cluster Name

Status

aGMP Licensing Cluster Name Availability Zone Cluster Operation

W&l Normal DC (CTI DC zone (HCI i jirati . 12- View Deallocate Edit
o G L G ] (cT) (HGl) @ Licensed ( Expiration Date: 2018-12-26)
L W81 Normal DR(demo) DR zone (HCly @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
NFV Licensing Overview
il Normal Labs Server Zone Labs @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit

Date and Time

System Settings

SMTP Server

Click Edit to display the following configuration and you can configure the licensing
related to aSV, aNET, aSAN, CDP and aHM of the corresponding clusters on this
interface.

Edit Authorization(DC (CTI)) X

aSV (Compute Viriualization) aNET (Network V zation}

Host CPUs: 4 (Licensing Scope Host CPUs: 4 (Licensing Scop
Distributed Firawall Enabled
Monitoring: Enabled

a torage Virtualization) Continuous a

TR T e e 4 (Licensing Scope2-96) Max CDP Enabled VMs: 5 (Licensing Scope0-50)

Heterogeneous Virtualization Mgmt (aHM}

Max Backed-up VMs: 100 (Licensing Scope0-100)

VMware vCenter: Enabled

4. Click  NFV Licensing Overview and you can license, revoke, view and edit

(only in shutdown mode) NFV of the clusters.

General

Licensing - [7] Expand Al [ Collapse All Please enter device name () | Advanced v

Name

Licensing Operation

4 DC zome (HCT)

NGAFS NGAF DC (€T @ Licensed ( Expiration Date- 2018-12-26 ) View Deallocate  Shul Down

SC NGAF NGAF DC(CTY © Licensed [ Expiration Date: 2018-12-26 )

NGAF1 NGAF DC(cT) @ Licensed ( Expiration Date: 2018-12-26 ) n
NGAF2 NGAF e (€T © Licensed | Expiration Date: 2018-12:25) or
NGAF3 NGAF DC (cT) @ Licensed | Expiration Date: 2018-12-26 ) n
NGAFS NGAF e (€T © Licensed [ Expiralion Date: 2018-12:25) or
NGAFE NGAF DC (€T @ Licensed ( Expiration Date- 2018-12-26 ) n

Only the NFV in shutdown mode can be edited with authorization and you can just
click Edit to conduct the licensed editing;



MNGAF Licensing o

Device Name: NGAF1
Licensed Hardware Usage
Configuration Standard: ~ 100Mbps v Type Free  Licensed Number  Usage
100Mbps 3 10 7%
Licensed Resources 200Mbps 10 10 0%
Branch VPN Sites: 5 ps 0  —
SSL VPN Users: 5 B800Mbps 10 10 0%
1.6Gbps 10 10 C—— 0%
Server Access Verification: &
Mobile VPN Users: 5 .
Licensed Resource Usage
Licensed Features - B
ree Licensed Number Usage
Cross-ISP Access Optimizat PSec VP! PS5 0 P —c 1+
Antivi SSL VPN Users g 0 1
| T Server Access Veri... 39 100 —_— 5%
- Mobile VPN Users 40 00 —160%

Scanner Software Upgrade

Click Deallocate and you can revoke the authorization of NFV devices, as shown in
the following diagram:

[CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View | Deallocate | Shut Down

CTh lirensed ( Fxniration Nate” 2018-12-261 View Deallocate Shut Down

The configuration of authorization revocation can be effective only after aCMP
administrator enters the password to confirm:

Alert b4

Are you sure that you want to revoke
authorization of NGAF4?

It becomes unauthorized after revocation and business may
get interrupted. Please operate with caution.

Enter passwold (admin) to confirm this operation

Click shut Down and you can continue to shut down the corresponding NFV:

Name Type Cluster Licensing Operation
4 DC zone (HCI)

NGAF4 NGAF DC(CTY) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate |Shut Down

SC NGAF NGAF DC (CTI) @ Licensed { Expiration Date: 2018-12-26 ) View Deallocate Shut Down




Click Power On and you can start the corresponding NFV:

(L] NGAF DC (CT)) @ Licensed ( Expiration Date: 2018-12-26) View Deallocate Edit PowerOn

NGAF2 NGAF DC(CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate E:iln
NGAF3. NGAF DC (CTh @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit PowerOn

Click View and you can view the authorization details of the corresponding NFV:

4 DC zone (HCI)
NGAF4 NGAF DC(CTI) © Licensed ( Expiration Date: 2018-12-26 ) Deallscate Shut Down
SC NGAF NGAF DC(CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
NGAF1 NGAF DC (CTh @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit Power

Licensing

Device Mame: NGAF
Authorization Method: 100Mbps
Resource Distribution

Branch VPN Sites: a3

S5L VPN Users: 30

Server Access Verffication: 30

Mohile WPMN Users: 30

Licensed Features
IFS RT VYulnerability Scanner Eandwidth Management
Web Filter Application Control LIRL Database
IPS Vulnerability Database Application Signature Database
Data Leak Protection Database Data Leak Protection
Software Upgrade Anti-Virus Database
Cross-I1SP Access Optimization Web App Protection

APT Detection IPSec VPN WAF Signature Databaze

Mahvare Sinnatire Natahace Antiviriie

2.5 Add Physical Resources

[Function Description]

SANGFOR aCMP supports the heterogeneous management of many aCloud clusters
and also the heterogeneous management of VMware data centers. When the unified
management of many data centers or many clusters is required, aCMP shall be
deployed to conduct the heterogeneous management of all the clusters.



[Prerequisites]

SANGFOR aCMP can get access to the network of aCloud platforms or VMware
platform.

[Operating Steps]

1. Log in the home page of aCMP platform, select Resources — Get

Started andclick/Ad €1 ulsat gven in the following diagram:

-%ﬁ. Sangfor aCMP Reliability Center Operations Center Monitoring System

(+) =

Step 1: Add Physical Resources Step 2: Create Availability Zone

appropriate

Or, select Resources — Clusters on the home page of aCMP platform and
click wn the popped page.

SINUEX; inuexsy

Resources Reliability Center Operations Center Manitoring System

TRy ZITEE Get Started Awvailability Zones (A7) Virtual Machine Topology Public VM Images

Subnets Private VM Images

Distributed Firewall Network Device Images

2. Enter the IP, username, password, name, description and type of cluster
according to the requirement; keep the default values if the port is unchanged;
click Next;



Pools > Cluster > Add New Cluster

o 2 3

Add Tags Confirm

Basics.

Cluster Name: DR(demo)

Description. Description

Cluster Type: aCloud

Cluster IP: 192.200.19.20

[] Not verify cluster IP address
(Select this if cluster IP is mapped, to avoid connection failure)

Usemame admin
Password
Port: 443

e

3. You can set the different tags for the different storage volumes according to
the actual situations of the clusters; the default tags include: “high
performance”, “good performance” and “large capacity”. These tags can be
changed according to the actual situation. You can do the editing on the page

Cluster —> Tags . Afterthe setting, click Next

) r2) 3
Confirm

Basics Add Tags

Associate datastore with a tag according to its performance or hard disk adopted by it. A matching datastore will be chosen based on specified storage tag when creating virtual machine

C Refresh = Tags

Status Name Storage Type Capacity Tag @
= Normal VirtualDatastore1 Virtual Storage 108478 None v
None

High Performance
Good Performance:

Large Capacity

“



Cluster > Tags

@ How to Tag Storage Performance

O Refresh

Tag Description Operation
& HighPerf_  Tagfor SSD with high IO speed, to create high-end virtual machines Edit

& Good Per Good IO readiwrite performance. Generally, this tag is for old-styled storage. Edit

& Large Ca Fair 10 read/write performance but large capacity and high security, cost-effective Edit

4. Finally, Check that the information is correct and then click @

Pools > Cluster > Add New Cluster

@ @ o

Basics Add Tags Confim
Cluster Name:  DR(demo)
Description
Cluster Type:  aCloud
Cluster IP. 192.200.19.20
Port 443
Tagging Storage: | g Storage Type Performance Gapacity
VitualDatastoret Virtual Storage Good Performance 108478

= =N

5. If the cluster is added to this aCMP cloud management platform for the first
time, licensing message will be given. Conduct the licensing in reference to

“Section 2.5 Licensing”.

Message

This cluster you are adding has not been licensed.
Before using cluster resources, you should license the cluster first.
Please license it in System = General = Licensing Cluster License.

Close




2.6 aCloud Cluster Licensing

[Function Description]

After aCloud cluster is successfully added on SANGFOR aCMP platform, it shall be
authorized to guarantee the availability of aClLoud cluster service, or the
authorization of aCloud cluster shall be cancelled and aCloud cluster shall be edited.
All these operations are carried out on this page.

[Prerequisites]

SANGFOR aCMP has been imported, licensed and activated and the authorization is
sufficient for aCloud clusters under the heterogeneous management.

[Operating Steps]

1. Log in the home page of aCMP platform, select Management — Serial

Number — Cluster Licensing Overview , check the licensed clusters and

click noslitenlsg the clusters.

% Sangfor aCMP Home Resources Reliability Center Operations Center Monitoring

Licensing Toch Support & Download ~ Recycle Bin

General System Maintenance Recycle Bin
v

Licensing Date and Time Tasks

Status. Cluster Name Availability Zone System Setings  Upgrade tion

aCMP Licensing

il Nomal DC zone (HCI) ST S Deallocate  Edit

_ _ DC (CTI)
o Cluster Licensing Overview

il Normal Labs Server Zone Labs ™ Deallocate Edit

NFV Licensing Overview
i Ermor DR(demo) - @ Notlicensed yet Licensing
Date and Time

System Settings

SMTP Server

2. Click Licensing on the right side of the clusters in an abnormal state;

Status Cluster Name Availability Zone Cluster QOperation

iEl Normal De (€T DC zone (HCI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
il Nomal Labs Server Zone Labs @ Licensed ( Expiration Date: 2018-12-26 View Deallocate Edit
i Ermor DR(dema) - @ Not licensed yet

After authorization allocation, click @to complete the licensing;



Authorize(DR(demo)) X

o All Basic Components

Compute Virtualization (aSV) Storage Virtualization (aSAN)
Basic Components

Host CPUs 4 MNumber of CPUs 4

Compute Virtualization (aSV)

Storage Virtualization (aSAN)

3. After licensingsuccessyou canview, edit andrevokethe authorizatiorof clusterson the
licensinginterface.

Status Cluster Name Availability Zone: Cluster Operation

i5i Normal DC (CTI) DC zone (HCI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit
i5i Normal DR(demo) DR zone (HCI) @ Licensed ( Expiration Date: 2018-12-26 ) view Deallocate Edit
i&i Nommal Labs Server Zone Lasb @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Edit

2.7 NFV Licensing

After the aCloud clusteris managed by aCMP, the virutal network device can only be
deployed on the aCMP. NFV device require to authorize through aCMP so that the
advance funstion in NFV can be used normally.

d StepsO

1. Select System — Licensing — NFVLicensing Overview to check

which device is not authorize. Then select unauthorized device and click
Licensing| button.



htions Center System ‘g] C/

Tech Support & Download Recycle Bin
Date and Time Tasks
System Settings Upgrade

SMTP Server

General System Maintenance Recycle Bin

Licensing Expand Al (3] Collapse Al Object name

Q| Advanced v

aCMP Licensing Name Cluster Licensing Operation
- . 4 DC zone (HCI)
Cluster Licensing Overview
NGAF4 NGAF DC (CTl @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
« NFV Licensing Overview
SC NGAF NGAF DC (CTI) © Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
Date and Time:
1AM4 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
System Settings
1AM4_ken 1AM DC (CT) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SMTP Server
1AME 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SC 1AM 1AM DC (CT @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down

2. Select unauthorize NFV device and click |l gl which locate on the right

Expand All [ Collapse All Obiject name Q | Advanced v

Name Type Cluster Licensing Operation

4 DC zone (HCI)

NGAF4 NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
SC NGAF NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AM4 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AM4_kan 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
1AMS 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down
SC 1AM 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate  Shut Down

test AF NGAF DC (CTI) € Not licensed yet Power On




NGAF Licensing X

Device Name: test AF .
Licensed Hardware UUsage
Configuration Standard: Not licensed yet v Type Total e
- 2
Licensed Resources
Branch VPN Sites: 0
SSL VPN Users 0
Server Access Verification: 0
Mobile VPN Users: 4] .
Licensed Resource Usage
Licensed Features Type Tota sage
Branch VPN Sites 100 -
100 — A
100 — 4
100 — 4

“ Cance‘

3. The authorized NFV can be view, edit and deallocate.

4 DC zone (HCI)

NGAF4 NGAF DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Shut Down

SC NGAF NGAF DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
1AM4 1AM DC(CTy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
IAM4_ken 1AM DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
IAMS 1AM DC(CTy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
SC 1AM 1AM DC(CTIy @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
test AF NGAF DC (CTI) @ Notlicensed yet Licensing Power On

2.8 Division of Availability Zone

[Function Description]

After the heterogeneous management of clusters, the existing different clusters
shall be divided into the different availability zones. The concept of availability zone is
oriented based on data center. Generally, availability zones can include many
clusters. The division of the logical conception of availability zone can effectively help
the administrator to manage the platform.

L

%
: Only one cluster can be added in the availability zone of this version.



[Prerequisites]
SANGFOR aCMP has added the cluster successfully.

[Operating Steps]

1. Log in the home page of aCMP and click Resources — Get Started , as
given in the following diagram:

Click |Create Availability Zone‘ in Step 2, as given in the following figure:

Resources Reliability Center Operations Center Monitonng System

¢ Availability Zones (/ Get Started Availability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

Or, click T ResourcesO ->1 Availability ZoneO and click $ on the popped
page to enter the of availability zone configuration:

Resources Reliability Center Operations Center  Monitoring System

(AR LTS Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2. Fillin the relevant information and click

[Resources > Availability Zones = Greate Avaiiability Z...

o

Basics

Name: [ sengfor cT1

Resource Type: 5 Cloud Y

Description Description

3. Select the cluster to be added to this availability zone. If there is no suitable



cluster, you can click Add Cluster. See “Section 3.2.1" for the operation details.
After configuration completion, click ;

@ 2] ;

Basics Associate wiith Cluster

Confim
Please select a cluster that you want to associate with. No suitable cluster? Add Cluster
Name. Cluster Type Description Cluster IP CPU Usage Memory Usage Storage Usage
B —— 83% ——_— 28% 0%
0 LS geud - AT 41.85 GHz /50.42 GHz 902683268 5336B/117TB

4. Check that the information is correct and then click @

Resources > Availability Zones > Create Availability Z

@ < o

Basics Associate with Cluster Confim

Name: sangfor GTI
Resource Type: 2Cloud
Description

Cluster.
Neme Cluster Type Deseription Cluster IP

Labs Server Zone  aCloud - 192.168.19.174

5. After completion, you can see the added availability zone and then you can edit
and delete this availability zone.

& Refresh © New

Please enter AZ name Q.

Desciiption Resource 4 CPUUsage Memory Usage Storage Usage Operation

( ——
DC zone (HCI - aCloud 3% 0%

51.06GB /64 GB Edt Delete
DR zone (HCI) - aCloud D ety 2% 5% Edit Delete
sangfor CTI - aCious v B e 0% Edit Delete
vCenter zone E Viiware * BT Edit Delete

2.9 Upgrade

[Function Description]

SANGFOR aCMP5.8.6 has executed the perfection of the cloud management platform
in many aspects; in case of using demands, Upgrade Package can be loaded to



upgrade aCMP so that the versions of aCMP and aCloud can be consistent.

[Prerequisites]
1. aCMP of other earlier versions have been deployed in the platform.

2. Upgrade Package of aCMP cloud management image has been prepared.

[Operating Steps]

1. Log in the home page of aCMP platform console and click System -

Upgrade to enter the device upgrade page;

bnitoring System

Licensing Tech Support & Download Recycle Bin
Date and Time Tasks
System Settings Upgrade

SMTFP Server

2. Click Maintenance Mode is Enabled andthenclick Upgrade ;
System Maintenance

Tech Support & Download v

Service & Tech Support

Enabling Maintenance mode will not affect running virtual machines, but will disable console and external APl operations.

Download
Maintenance mode is enabled Disable Maintenance Mode

Tasks

» Upgrade

P 1.Version
Current Version: aCMP5 86_EN_B

2 File Upload

3 Upgrade

4 Host Reboot

3. Select Upload file to server;



Enabling Maintenance mode will not affect running virtual machines, but will disable console and external APl operations.

Maintenance mode is enabled Disable Maintenance Mode

1.Version

Upload File to Server

» 2 File Upload Select file &

3.Upgrade

4. Host Reboot

Upload

Progress

Cancel

1 Version

Upload File to Server
P 2 File Upload Sangfor_aCMP_5.8.6_EN{20130930).pkg =y

3.Upgrade

Upload file successfully

4 Host Reboot

4. After uploading successfully, click ; after upgrading success, restart
aCMP virtual machine;



Enabling Maintenance mode will not affect running virtual machines, but will disable console and external API operations

Maintenance mode is enabled Disable Maintenance Mode

1.Version
Completed
2 File Upload 100%

It takes effect after platform restart.

Restart This Platform

3.Upgrade

P 4 Host Reboot

L

v
: During the upgrading process, the clusters in running will not be
influenced; however, aCMP disables any other operations.

2.10 Delete Cluster

[Function Description]

If any cluster under the heterogeneous management of aCMP is required no more
due to some demands, aCMP cluster can be deleted.

[Prerequisites]

If the cluster shall be deleted, the corresponding availability zone shall also be
deleted.

If the availability zone shall be deleted, the organizations and users created in the
availability zone shall also be deleted.

[Operating Steps]

1. Log in the home page of aCMP platform console and click  Operations

Center — Organizations to enter the organization management
interface:



Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (AZ) Organizations Pending Cost Summary

Roles. All Work Orders All Bills

‘Workflow Templates Pricing

[ &Y

2. Click Availability Zone to find all the associated users to be deleted,
remove the corresponding user and click @;

Organizations Users

© Refresh @ NewAccount W Delete Username or real name

[l = Platiorm [] Usemname Role +  Organization Real Name Mobile Number Email Operation
e admin Super Admin - admin - - Edit Change Password
[]  sangfor Asset Manager Blake blake 60123398519 blake chen@sangfor Edit ResstPassword Delete

Are you sure that you want to delete the availability zone?
Organization(s) being associated cannot use resources in the availahility zone.

3. After all the associated organizations of the availability zone to be deleted are

removed, click Resources — Availability Zone and you can find that

Delete of the corresponding availability zone changes to be clickable; Click
Delete and then click OK on the popped window;



Resources Reliability Center Operations Center Monitoring System

IR ZETES Get Started Awvailability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

© Refresh © New

Mame. Description Resource ~  CPUUsage Memory Usage Storage Usage Operation

DG zone (HCI - aCloud e R - S0% 24% Edit Delete

p— . scous Lo o e B e peee

sangor G ) acous — 0 em— . %y

vCenter zone - Vhlware 4 e S e B2 Edit Delete
Confirm X

Are you sure that you want to delete the selected entry(ies)?
Deleting it may cause its associated group unassociated.

4. Click Resources — Clusters to find the cluster to be deleted, click

“More”-"Delete” and then click @(I on the popped window to delete the
cluster, as shown in the following diagram:



Resources Reliability Center Operations Center Monitoring System

RUEIEWLY ZTIES Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

Stas 5 Name Descrption Avaisbity Zones  Cluster 1P Chuster Type Version CPU Usage Memory Usage Storage Usage Opsration

igi Normal - DC zone (HC! 102168135 aCloud 586 S— % S — 80t P 2

i@ Normal = DR zone (HC1 102.200.19.20 aCloud 586 - % - 2% o 5%

@ Nomal S - vCenter zone 192168 19.200 Viware 650 2 G ey e T (L EyTr matt

& Normal > - 192168.19.174 aCloud 586 S —— DS S— 2 o [:]

Change Cluster Settings
Tag Datastores

Delete

Message X

Are you sure that you want to delete the cluster (Labs Server
Zone)?

After deletion, cluster authorization will be revoked and resources provided by it
become unavailable.

Chapter3 Operation Maintenance and

Management



3.1 Basic Management

3.1.1 System Configuration
3.1.1.17  Time and Date Configuration

[Function Description]
As for time setting of aCMP platform, SANGFOR aCMP supports both the time
customization and the automatic acquisition of NTP time.

[Prerequisites]

aCloud platform and aCMP virtual machine of SANGFOR Enterprise-level Cloud have
been correctly deployed. If NTP time shall be acquired, it shall be guaranteed that
aCMP can get access to NTP server network.

[Operating Steps]
1. Log in the home page of aCMP platform and select I SystemO > Date and
TimeO ;

Ree Sangfor aCMP

Resources Reliability Center Operations Center Monitoring System @53

# Availability Zones (AZ) Tech Support & Download Recycle Bin

Tasks

Upgrade

General System Maintenance

Licensing v

aCMP Licensing
Cluster Licensing Overview 1 4 53 25

NFV Licensing Overview

« Daie and Time

System Settings {UTC+08:00) Irkutsk, Beijing

ch
SMTP Server ange

[] Enable sync with NTP server

v“

2. Click7 ChangeO to enter the time setting; you can customize the time or get the
local time;



3. SANGFOR aCMP supports the synchronization of NTP server; please do the
setting as required.

Licensing

aCMP Licensing

Cluster Licensing Overview

NFV Licensing Overview

« Date and Time

System Settings

SMTP Server

[ Enable sync with NTP server

3.1.1.2 |IP Setting of the Platform

[Function Description]
SANGFOR aCMP supports the change of IP as required and the DNS and route
configuration of aCMP via the network satisfying the different scenarios.

[Prerequisites]
IP and gateway have been correctly planned.

[Operating Steps]
1. Log in the home page of aCMP platform and select T SystemO 31 System
ConfigurationO ;

% Sangfor aCMpP Resources Reliability Center Operations Center Monitoring System @ﬂ

# Availability Zones (AZ) Tech Support & Download Recycle Bin

Tasks

Upgrade

Used 23312GB
Total 639.78 GB




2. Configure IP according to the actual situation of network and configure the route
and the platform DNS according to the requirement.

General System Maintenance

Licensing v

aCMP Licensing

Cluster Licensing Overview

NFV Licensing Overview IP Address: 19216819172

Date and Time Netmask: 255.255.255.0

« System Settings Default Gateway:| 192 168 191

SMTP Server

O DstIP Netmask Next-Hop IP Operation

No data available

Preferred DNS

Alternate DNS:

3.1.1.3 Mailbox Setting

[Function Description]
SANGFOR aCMP is configured with Mailbox and you can send the alarm by Mailbox.
The customer can master the running state of clusters at any time.

[Operating Steps]
1. Log in the home page of aCMP platform and select T SystemO -1 SMTP Server



Resources Reliability Center Operations Center Monitoring System

# Availability Zones (AZ) Licensing

Date and Time
System Settings

SMTP Server

Tech Support & Download
Tasks

Upgrade

Recycle Bin

+ Top 5 Nodes by

192.168.19....
192.168.1.36

192.168.1.37

2. Fillin Mailbox address and smtp server address according to the actual situation;
if the sending server requires authentication of the username and password, the
corresponding username and password shall be entered and the testing shall be

carried out.

General System Maintenance

Licensing v

aCMP Licensing

Sender Address: en@sangfor.com

Cluster Licensing Overview
SMTF Server IP smip.gmail.com

NFV Licensing Cverview

Port 465
Date and Time
System Settings Authentication required
» SMTP Server Username: en@sangfor.com

Password

3.1.2 System Maintenance

3.1.2.1 View of Tasks Logs

[Function Description]

SANGFOR aCMP will record all the operation logs and synchronously the operation
results. For example, the administrator can examine the historical operation records

on this page to orientate the fault causes.



[Operating Steps]

1. Log in the home page of aCMP platform and selecti SystemO =1 TasksO ;

aq

Sangfor aCMP
o

Unapproved

view

Memory

General

Resources

+ Availability Zones (AZ)

Reliability Center

Operations Center

Monitoring

System

Licensing

Tech Support & Download

Date and Time Tasks

System Settings

SMTP Server

Upgrade

)]

Recycle Bin

O -

ms

ptal

Node

- VM
NFV

B Others

& Do Action or Object Q, Advanced v
Status Action Object Start Time End Time Organization Admin Availability Zones Object Type Operation
@ Finish Configure SMT. Sangfor Cloud Ma. 2018-10-10 15:03:41 2018-10-10 15:03:42 admin admin (192.168.19.206) acMP View
@ Failed Legin admin 2018-10-10 14:59:40 2018-10-10 14:59:40 admin admin (2.0.0.1) User View
@ Failed Login admin 2018-10-10 14:59:31 2018-10-10 14:50:31 dmin admin (2.0.0.1) User
@ Finish Delete availabili.. sangfor CTI 2018-10-10 14:38:21 2018-10-10 14:38:33 dmin admin (192.168.19.206) Availability Zone
@ Finish Delete work ord.. 2018-10-10 14:36:09 2018-10-10 14:35:09 dmin admin (192.168.19.206) Work Order Wo.

@ Finish Delete Organiz. blake 2018-10-10 14:36:05 2018-10-10 14:36:12 admin admin (192.168.19.206) Organization View
@ Finish Delete user blake 2018-10-10 14:35:14 2018-10-10 14:35:22 admin admin (192.168.19.206) User View
@ Finish Auto-clean up |. win2012 2018-10-10 14:31:25 2018-10-10 14:31:55 admin Sangfor Cloud Management Platfor. DR zone (HCI) wvirtual machine View
@ Finish Create CDP ba. win2012 2018-10-10 14:31:13 2018-10-10 14:31:23 admin Sangfor Cloud Management Platfor. DR zone (HCI) virtual machine View
@ Finish Create CDP ba. win2012 2018-10-10 14:29:54 2018-10-10 14:31:04 admin Sangfor Cloud Management Platfor. DC zone (HCI) virtual machine View
@ Finish Clean up place. win2012 2018-10-10 14:23:47 2018-10-10 14:31:54 admin Sangfor Cloud Management Platfor. DR zone (HCI) virtual machine View
@ Finish Clean up in bat. DCtoDR 2018-10-10 14:23:46 2018-10-10 14:23:47 admin Sangfor Cloud Management Platfor. DC zone (HCI) Disaster recove. View
@ Finish Clean up VM .. win2012 2018-10-10 14:23:44 2018-10-10 14:24:05 admin Sangfor Cloud Management Platfor.. DC zone (HCI) virtual machine View
@ Finish Clean up in bat. DCtoDR 2018-10-10 14:23:44 2018-10-10 14:23:45 dmin Sangfor Cloud Management Platfor DC zone (HCI) Disast

© Finish Delete orqaniza.. Organization Netw. 2018-10-10 14:20:01 2018-10-10 14:20:02 admin admin (192.168.19.206) DC zone (HCI) Network

3.1.3 Business Maintenance

3.1.3.17 Recycle Bin

[Function Description]

SANGFOR aCMP strongly protects the data safety of the platform. When the
administrator deletes the virtual machine and network devices of the platform, these
devices will be moved into recycle bin to keep for a while. They are recoverable
during this period but not recoverable once timeout or manually and completely
deleted.

[Notel
Virtual machine cannot be recovered once deleted from recycle bin; please do the
operation carefully.

[Operating Steps]
1. Log in the home page of aCMP platform and select T SystemO =T Recycle Bin
O to enter the recycle bin interface;



Resources Reliability Center  Operations Center ~ Monitoring System

Availability Zones (AZ) Licensing Tech Support & Download Recycle Bin

Date and Time Tasks

System Settings Upgrade
SMTP Server pral
Node
- VM
NFV
@ Others

Recycle Bin v £ Refresh Name or description Q

Q| Advanced v

o VTR Lo Name Description Type Organization Availabilty Zone Size Time Deleted Days Preserved = Operation

Test - aCloud admin DC zone (HCI) 0.25GB 2018-10-09 14:4 27day(s) later pe.. Restore Delete
Network Device

Back NAS-template_(2 - VMware admin vCenter zone 0.00 GB 2018-10-09 14:4... 27day(s) later pe.. Restore Delete
ackup

Blake_DR_Test_. - aCloud-Placehol. admin DC zone (HCI) 013GB 2018-10-11 203 29day(s) later pe_ Restore Delete

2. Tick the virtual machine or network device to be deleted and click or
to restore or delete the virtual machine in the recycle bin.

A

machine or network device; please do the operation carefully.

Note: This deletion operation will completely delete the data of virtual

Confirm ®

Are you sure that you want to restore Test?
network connection cannot be restored.

3.2 Resource Management

3.2.1 Image Management



3.2.1.1 Public Image Management

[Function Description]

The administratorcan uploadthe imagesto all availability zonesor organizationsor use.
Imageis dividedinto publicimageandprivateimageandtherelevantexplanations givenas
follows:

U Public Image:it is createdby platform administratorand can be usedby both platform
administratorandtenants.

U Privatelmagescreatedby tenantadministratomndusedonly amongtenants

U NetworkDevicelmagestemplatemagesof NFV, uploadedoy platformadministrator

[Prerequisites]

SANGFORaCMPhassufficientimagestoragespace

[Operating Stepg

1. Login the homepageof aCMP platform, selecti Resource® Y 7 Get Starte® , click

Public Imagesto enter the Public Images Managementinterface as shown in the
following figure:

Resources Reliability Center Operations Center Monitoring System

0 RIS Get Staried Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subneis Private VM Images

Distributed Firewall Network Device Images

Operations Center Monitoring System

L

= o

Step 2: Specify availability zone. Step 3: Prepare virtual machine image
Associate the clusters to availability zone. Creale v r import existing

tform.




Or select T ResourcesO 7 Public VM ImagesO to enter the VM Images
Management Interface;

2. On the current page, you can see all existing images on aCMP, including public
images, private images and network device images. The Public Images page is
selected by default. Click the ‘Upload Image‘;

3. Select local images to be uploaded; fill in the corresponding _select
the system and and

























































































































































































































































